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* Microsoft Intune is quickly growing to
become the MDM of choice for Macs in
Enterprise

 The Basics of Intune - the good, bad,
and the...good to know

* Enrollment experiences, app
installation options, and 3rd party tools

that help fill in the gaps
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People wonder...

Q @ r/macsysadmin ° Search In r/macsysadmin

G r/macsysadmin - 13d ago G r/macsysadmin - 2mo ago G r/macsysadmin - 2mo ago

Intune for Appl vice man ment?
une for Apple device manageme Intune vs Mosyle @ rfjamf - 2mo ago

12 votes - 29 comments 11 votes - 29 comments

Is your organization trying to migrate your Macs to Intune?

41 votes - 70 comments

r/macsysadmin - 1y ago
e / y yag 9 votes - 38 comments

Has intune improved?

. 11 votes - 36 comments
r/macsysadmin - 3mo ago

What can Jamf Pro do that Intune really can't?

45 votes - 52 comments

g r/macsysadmin - 9mo ago

Q r/macsysadmin - 5mo ago 9 fintune - 9mo ago
SimpleMDM to Intune

3 votes - 2 comments

Finally good enough for Mac management?

38 votes - 38 comments
e r/macsysadmin - 1y ago

MS Intune as MDM

10 votes - 29 comments Q r/macsysadmin - 4mo ago

5 votes - 15 comments

Has Anyone Switched from Jamf Pro to MS Intune, Only to Switch Back?

45 votes - 35 comments
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Intune Capabilities

Endpoint Security Configuration Apps
° Firewall «  AAD Single Sign-on Extension
W h e re o FileVault (Disk Encryption) - LDAP (AD) VPP and Store app management
o (Gatekeeper o RHestrictions policies Native integrations for Edge, Office and
Custom Policy support (iMazing, AC) Defender
I n t U n e W O S o Software update policies Passcode policies
° Local Account Management (H2) Software update settings Custom Preference
Enterprise Certificates / PKI
Conditional Access Network configuration / Proxy server
 Device Compliance Login Window Scripting
Managed Login ltems o User / Root scripts with schedules
Custom Compliance (H2) Content Caching o Can use any interpreter (Bash, ZSH, Python etc.)
o Custom attribute collection using scripts
Enrollment Device Actions (Erase, Restart, etc.)
 ADE with Modem Authentication 3rd Party Integration
o  Await config (H2)  Munki integration (App Lifecycle)
o Privileges (Elevation control)
Enrollment Time Grouping (H2) o Santa (Binary Access control)
Platform SSO (H2) QOctory (Onboarding splash screen)

= |n Development Nudge (OS Update Controls)
Escrow Buddy (FileVault)

Source:https://youtu.be/YVOub6gLbKrE ?feature=shared
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Intune Capabilities

Endpoint Security Configuration Apps
o Firewall o Entra Single Sign-on Extension o DMG and Custom PKG
W h e re FileVault (Disk Encryption) o LDAP (AD) o Custom PKG pre/post install scripts
Gatekeeper o Restrictions policies o Native integrations for Edge, Office and
. Activation Lock Custom Policy support (iMazing) Defender
I n t U n e I S Rapid Security Response Passcode policies Config for Edge, Office, Defender and OneDrive
Software update Custom Preference
Enterprise Certificates/PKI Volume-Purchase apps
Conditional Access Network configuration
o Device Compliance Login Window
Managed Login Items Scripting
Enroliment o User / Root scripts with schedules
o ADE with Modern Authentication Settings picker o Custom attribute collection using scripts

e Await Final Config Device Actions (Erase, Restart, etc.)

FileVault during Setup Assistant 3rd Party Integration
o Munki (App Lifecycle)
o Privileges (Elevation control)
o Santa (Binary Access control)
Octory (Onboarding splash screen)

= |n Development Nudge (OS Update Contrals)

Source:https://youtu.be/YVOub6gLbKrE ?feature=shared
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Intune Capabilities

Endpoint Security

Enroliment

Configuration

Source:https://youtu.be/YVOub6gLbKrE ?feature=shared
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At Enrollment

Anytime After

“Force”

L7277/
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Four new events trigger an MDM check-in on the Mac:
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What Intune does well

Tight integration with M365 ecosystem:
Built-in IDP integration with Entra
Easy deployment of Microsoft apps
(Office, Edge, Defender)
Security and compliance built-in and
integration with Microsoft Defender
App protection policies & Conditional
Access integration

Zero Trust Policy
Enforcemen t
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&€ device-management Futlic ®Watch 180 ~ % Fork 91 Starred 771

F release ~ ¥ 2Branches O 0 Tags Q Gotofile Add file ~ About
W h Ot I nt U n e d O e S W e | I Device management schema data for
@l cyrusdaboo Release_i0S-18-4_mac0S-15-4 7d4bzla- 2 months ago (%) 17 Commits MDM.
M _github Release_i0S-15_mac0S-12 3 years ago Readme
MIT license
I declarative Release_0S-18-4_mac(CS-15-4 2 months ago
. . . Code of conduct
Configuration Profiles M docs 2 months ago rctiy
. Custom properties
1 ! B mdm Release_05-18-4_macCS-15-4 2 months ago
o Workflow to sync with Apple’s ° o ? 1 etore

M other Release_I0S-18-4_mac(0S-15-4 2 months ago 160 watching

Github repo

(3 _gitignore Release_i0S-15_mac0S-12 3 years agn 91 forks

Repor: repositcry
[ LICENSE.txt Release_0S-18-3_macCS-15-3 5 months ago

() README.md Release_0O5-18-4_macUS-15-4 2 months ago

[0 README & Codeofconduct &[5 MIT licensa 7z =

Device Management Client Schema

This repository contains Apple's Device Manzgement Client schema data for the MDM (Mobile Device
Management) protocol, and the Declarative Device Management feature.
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&€ device-management Futlic ®Watch 180 ~ ¥ Fork 91  ~ Starred 771~

Code frequency

JAdditions and deletions per week

What Intune does well

Configuration Profiles ‘ 5k
o Workflow to sync with Apple’s
Github repo

. Additions
- Deletions

Aouenbei4
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Settings picker

Use commas "," among search terms to lookup settings by their keywords

‘ £ Search for a setting

What Intune does well Browse by category

> Accounts

AirPlay

Configuration Profiles > App Management
App Store

o Workflow to sync with Apple’s

> Authentication
Github repo > Declarative Device Management (DDM)

> Full Disk Encryption

o Settings Catalog with keys that are S Log
ogin

easy to toggle on/off > Managed Settings

Setting name

Select a category to show settings
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Settings picker

Use commas "," among search terms to lookup settings by their keywords

‘ £ Search for a setting Settings picker

W h O t I n t U n e d O e S W e | I B b t Use commas "" among search terms to lookup settings by their keywords
rowse py categary

| O declarative, software

> Accounts Browse by category
AirPIay App Store > App Store
. . . Declarative Device Management (DDM)\ Passcode
CO nfl g u ratl O N P rOfI | e S > App Management Declarative Device Management preview Software Update Enforce Latest

W k.ﬂ . h A I I App Store Restrictions

L
O r OW to Syn C Wlt p p e S > Authentication System Updates > Software Update
Github repo > Declarative Device Management (DDM)
: : > Full Disk Encryption
o Settings Catalog with keys that are - P
agin
ea Sy tO tOgg| e O n/Off > Managed Settings 1 results in the "Software Update Enforce Latest" subcategory

Setting name

» DDM based settings alongside
traditional MDM

. | Enforce Latest Software Update Version
Setting name

Select a category to show settings



http://alectrona.com

=4 Dashboard macOS - Settings catalog O Search for a setting Search
O t — . Browse by category
:— All services

Configuratio

™ Settings picker - Microsoft

¢ C 2% intune.micresofl.com : Iy S Work

sam@alectrona.com @

Microsoft Intune admin center
ALECTRONA LLC (ALECTRONAC.. W

e Settings picker X
ﬁ Home Create profile Lse commas "" among search terms to lookup settings by their keywords

keywords

3 Devices ° Casics [ Configuration settings ‘ ; » Accounts
AirPlay
222 Apps > App Management Authentication
.; Endpoint security App Store
PN Setti S

. ettings catalor > Authentication
Reports . . i _ 9 _ | Enforce Latest

’ With the settings catal > Daclarative Device Management (DDM)
= N . "

Users . configure. Click on Ad
- | 3 .
WO rkfl K ] | settings you want to ¢ » Full Disk Encryption

& Groups Learr more ? Login

AV

Managed Setlings

G |th U b 42 Tenant administration

) 7% Troubleshooting + support | .
Settl N .'.- Microsoft AutcUpdate (MAU)

+ Add settings ©
Setting name
easy tc '
Select a category to show settings
DDM

traditid

Media Management Disc Burning

Previous Next
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‘ £ Search for a setting Settings picker

W h O t I n t U n e d O e S W e | I B b t Use commas "" among search terms to lookup settings by their keywords
rowse py categary

| O declarative, software

> Accounts Browse by category
AirPIay App Store > App Store
. . . Declarative Device Management (DDM)\ Passcode
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L
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. | Enforce Latest Software Update Version
Setting name
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What Intune does well

Microsoft Graph API

« RESTful web API that enables you to access
Microsoft Cloud service resources

Alectrona.com

Teams Groups

Chats ‘ 5

MICROSOF

GRAPH

Tasks

Insights .

Coworkers ‘
- - -’
D

Messages

] -

&S

Meetings

- People

evices

2025


http://alectrona.com
https://github.com/microsoft/mggraph-intune-samples
https://github.com/microsoft/mggraph-intune-samples

What Intune does well

Microsoft Graph API

« RESTful web API that enables you to access
Microsoft Cloud service resources
» https://github.com/microsoft/mggraph-intune-

samples

* Retrieve and create config profiles, scripts,

filters, etc.
* Upload packages
e (et token status and alerts
e Create reports

Alectrona.com
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What Intune does well

Microsoft Graph API

« RESTful web API that enables you to access
Microsoft Cloud service resources
» https://github.com/microsoft/mggraph-intune-

samples
* Retrieve and create config profiles, scripts,

filters, etc.
* Upload packages
e (et token status and alerts
e Create reports
* S0 many community tools built using Graph API
e IntuneCD
e Intuneomator

Alectrona.com
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BYOD + MAM
 BYOD enrollment experience is the
same regardless of type of device
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App configuration policies with Microsoft Intune

BYOD + MAM
« BYOD enrollment experience is the
€7) 4 & (" g same regardless of type of device
Streamline app ~ Increase app Reduce setup Ensure Protect . MAM (Mobile Application

installation adoption problems consistency important data

Management) and APP (App
Protection Policies) frameworks make
it straightforward to manage non-
corporate devices and control access
to corporate resources
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| o, Microsoft Intune
A App configuration policies

Microsoft Intune admin center

Commonly deployed apps

Campany Microsoft Microsolt 365 —
Portal Outlaok *
$ o=
8=
Microsoft Microsoft Other apps
Edge Teams
App stores
¢ J

Google Play 108§ app stare

Example app
configuration settings

Language settings
Company logo
Custom port number

S/MIME settings
Block personal accounts

I

User downloads app
App checks for policy

—

— MDM
— MAM*

Managed devices

IR

—

Personal devices

*When used together, MAM policies take
precedence aver MDM policies

Alectrona.com

What Intune does well

BYOD + MAM

« BYOD enrollment experience is the
same regardless of type of device

« MAM (Mobile Application
Management) and APP (App
Protection Policies) frameworks make
it straightforward to manage non-
corporate devices and control access
to corporate resources

« Combined experience allows you to
have same controls across all devices

2025
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Small, but important things:
* Access to Recovery Key lookups from the web or
their mobile device
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What Intune does well

Small, but important things:
* Access to Recovery Key lookups from the web or
their mobile device
 Remote Help

* Requires additional license (can trial first)

 Web based or app based connections;
managed and unmanaged access

 Demo available: https://regale.cloud/
microsoft/play/1746/remote-help#/0/0

Alectrona.com

2025
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Big, but for VIPs:
* One fing pane of glass to rule them all
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macOsS...tvOS, visionOS soon
* Privilege Access Control for IT
» Allows leveraging zero trust principles, must
escalate/elevate account to make changes
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What Intune does well

Big, but for VIPs:
* One fing pane of glass to rule them all
- Unified platform for Windows, iOS, Android,
macOsS...tvOS, visionOS soon
* Privilege Access Control for IT
» Allows leveraging zero trust principles, must
escalate/elevate account to make changes
» Some changes can require multiple
approvals to complete
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What Intune needs help
with




App Management
App Restrictions
Reporting
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continue

Pross the escape key to hear how to set up your Mac with VoiceOver

Triple-click Touch ID to view accessibility options.
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A good enrollment experience needs..

' A guided onboarding experience

' Apps Ready to Use

SSO with cloud services

'Dock pre-configured

' Unwanted apps blocked

' Can elevate to admin

A self service portal

| All the things you don’t see!
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Create a Mac Account

The password you create here will be used to log in to this Mac.

Full name:

Account name:

Password: eeessesee TIYXIIXIY

Hint:
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Create a Mac Account

The password you create here will be used to log in to this Mac.

Full name:

Account name:

Password: eeessesee TIYXIIXIY

Hint:










Configuring your Mac
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Alectrona Patch < g 0
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Microsoft Word Installed €

OneDrive Installed €

Applications installing...time elapsed: 8m:21s
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A good enrollment experience needs..

A guided onboarding experience
Apps Ready to Use
SSO with cloud services

'Dock pre-configured

' Unwanted apps blocked

' Can elevate to admin

A self service portal

| All the things you don’t see!
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sam SAM 07/11/202510:31:23 AM
sam SAM 07/11/2025 09:50:18 AM
sam SAM 07/10/2025 01:34:58 PM 00:14:58 [0/ Finished

Sam Gibbs Sam Gibbs 07/03/2025 01:05:19 PM 00:00:18 1/ Finished

Contact Information Execution
Full name Sam Gibbs Start time 07/03/2025 01:05:19 PM
User account SAM End time 07/03/2025 01:05:37 PM
Approval Not required Duration 00:00:18
Settings Global Settings

Trace no 90313865

Installed or uninstalled software
Action Application Version Publisher

Uninstall Google Chrome 138.0.7204.93 Google LLC

Programs executed using elevated privileges

No files were executed using elevated privileges during the session.
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& Admin By Reque )

,”/I ‘ Contact Information Execution

1 Full name Sam Gibbs Start time

‘ ‘ User account SAM End time
‘ ? Approval Not required Duration
’ ‘ Settings
Trace no

Installed or uninstalled software

Action Application Version

Uninstall Google Chrome 138.0.7204.93

Programs executed using elevated privileges

NO files were executed using elevated privileges during the session.
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What's new All apps Categories

Featured apps View all featured app:

Microsoft
365 Apps

I} Office

Recently added

Windows App Alectrona Microsoft Edge Microsoft
Patch Desktop for macOS 365 Apps
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A good enrollment experience needs..

A guided onboarding experience
Apps Ready to Use
SSO with cloud services

'Dock pre-configured

' Unwanted apps blocked

' Can elevate to admin

A self service portal

| All the things you don’t see!
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What didn’t we see?!

- Extra Setup Assistant Panes Happy
- Login item notifications =~ End User
- Notification permission prompts

- System extension prompts y
- PPPC requests
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| == macOS | Configuration - X 1

° 92
what didn’t we see”!
* - '
| £ Search ’ X« .
¢ Policies 1
£ L] macOs devices f
& Monitor + Create ~ () Refresh - Export (= Columns v 4 policies
- Extra Setup Assistant Panes }  Device onboarding ;;
- Login item notifications p o Evotment O Defender <] O Add e :
v Manage devices
- Notification pPermissSion prompts ¢ Configuration Policy name ¥ 7 Platform Policy type |
- I , =[ Compliance Microsoft Defender - Allowed System Extensions macOS Settings catalog
System extension prompts | 5 comp .
1 |
i B Scripts Microsoft Defender - Network Filter macOS Custom ]
- PPPC requests :
q '/, Vv Manage updates Microsoft Defender - Onboarding Configuration macO5S Custom .’"'
5§ macOS updates Microsoft Defender - PPPC macOS Settings catalog
,{; v Organize devices \
 ' Device clean-up rules
| Custom attributes for
¢ ¢ macOS i
B Assignment filters
3
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A good enrollment experience needs..

=9 macOS Security Compliance

Project homepage: https://github.com/usnistgov/macos_security
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Deploying
MSCP:
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Deploying

Jamf Compliance Editor is a tool that provides macOS, i0S, iPadOS, and visionOS system administrators with an '
easy way to establish and manage compliance baselines on their fleet of Apple devices.

This tool is built on the foundations of the macOS Security Compliance Project, hosted by the United States

1. Build in Jamf Compliance Editor

government agency, NIST, in their Github repo.
This application features:

‘ » Easily selectable benchmark/baselines for customization V’,

Support for all variations of benchmark/baselines currently offered by the macOS Security Compliance Project.

Support for major macOS, i0S, iPadOS, & visionOS version(s)

', Modificiation of organization-defined values (ODV) from the core compliance project specifications

=
L J

Local storage of your custom benchmark(s) for editing later

An easy-to-use Ul that eliminates the need for complicated scripting
One-click guidance creation that includes:
o PDF, Excel, HTML, and Adoc for audit review with option to add branding ‘\-
o (macOS only) Shell script (zsh) that can audit and remediate endpoint

,‘, o ALl configuration profiles needed to be uploaded to MDM server
o (macOS only) Jamf Pro Extension Attributes that will submit status of benchmark/baseline of endpoints

wop > = T = g s o g . g R, 5 ., ’ Fe 2 4 S0 i 3 _ g sBa ~ . o go > K> S T T R VeI ey X ¢ . Lo sl = o
— oLy 0 e 4 = =47 ¢ e a AP F4mbdl = o AR = Rl - - CaaCas - § — = a7 o - -

o =l - o - S ~" 3
< - _ 3 > . . ~ < _ - . . o5 \ - . . _ . . . = \ L~ . . - 5 _ e . .~ ~ o =~ A . wc . - ~ o =~ 3

mSCP Project homepage: https://github.com/usnistgov/macos security
Jamf Compliance Editor: https://trusted.jamf.com/docs/establishing-compliance-baselines
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Deploying
m S C P : CIS Benchmark - Level 1 Rule Details Edit

~ 1 1 SU'L - 'D
macOS 15.0 RUIGS 101 Rules, 101 included, 101 fount

Enforce SesSsSIoN LOCK AlEr Screen Saver 1S

Sections 2 3.3.7 Disable Internet Sharing
» _ 2.€.1.2 Ensure Location Services Is In the Menu Ear DICaTSION: Hide 4
. . . . N All Sections A screen saver MUST be enabled and the system
1 B u | | d | n a I | | CO ' N | | a n Ce E d |to r ¥ 211.3 Configure Login Window to Show A Custom Mes... MUST be configured 1o raquire a password to
. unlock orce the screensaver has been on for a
® Auditing 211.4 Configure Login Window to Prompt for Usernam... mwaximum of $ODV seconds.

| o : _ . An unattendad system with an excessive graca
‘ : 2115 Disable Password Hints period Is vulnerabl2 to a maliclous user.

I . 3
Pt 2 €.4 Diszkle Perscnalized Advertsing 3

1 _ 2 3.3.3 Disable Printer Sharing LISE Show
f Password Policy
2 336 Disable Remote Apple Fvents Result: Show
System Settings 2.3.3.5 Disable Remole Managemenl Fix: Hide
i / B
2.2.3.1 Cisable Screen Sharing and Apple Remote Desk... Ths is implemented by & Contiguration Prafie. 3
Supplementa
Pl 211.2 Enforce Session Lock After Screen Saver is Start... .
i References: Show U
| 2.11.1 Enforce Screen Saver Timeoul b 1
o Organization Defined Value: Fide
) 25.2.1 Cisable Siri 5 ‘
i )
| 23.3.2 Disable Server Message Block Sharing -
1.5 Enforce Software Update App Update Jpdates Aut... Tags Showr
[ / 1.3 Enforce Software Update Downloads Updates Auto... Mobilcconfig Hide
1.2 Enforce Software Update Automatically magéx:ésmoela;: SCOV .

1.1 Ensure Softwvare Update is Updated and Current "

s ’ . ; " . e : A E IR o = TS N o e - : = . o ~= N

L= o . _ . _ iz = L4 = _ . _ . -~ G . - - e = z -~ en o .- N _» _ > - - B . ~ - .o .~ . . . - = [N o~

mSCP Project homepage: https://github.com/usnistgov/macos security
Jamf Compliance Editor: https://trusted.jamf.com/docs/establishing-compliance-baselines
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=« intune_psutalk_cis_level1_compliance.sh Today at 12:37PM 420 KB shell script
intune_psutalk_cis_level1l.adoc Today at 12:37PM 393 KB Document &
. . ' . % @ intune_psutalk_cis_level1l.html Today at 12:37 PM 666 KB HTML text l :
1. Build in Ja mf Com pl lance Editor ¥ = intune_psutalk_cis_levell.pdf Today at 12:37 PM 2 MB PDF Document '
; E: intune_psutalk_cis_level1.xls Today at 12:37PM 117 KB Micros...ok (.xlIs)
¥ > jamfpro Today at 12:37 PM -- Folder |
¥ ~ 77 mobileconfigs Today at 12:37 PM -- Folder ]
£ > [ preferences Today at 12:37 PM -~ Folder
v [ unsigned Today at 12:37 PM --  Folder
W 8 com.apple.Accessibility.mobileconfig Today at 12:37 PM 2 KB Config...n Profile
¥ 8 com.apple.applicationaccess.mobileconfig Today at 12:37 PM 3 KB Config...n Profile
f 8 com.apple.assistant.support.mobileconfig Today at 12:37 PM 2 KB Config...n Profile ,
[ 1 8 com.apple.controlcenter.mobileconfig Today at 12:37 PM 2 KB Config...n Profile {
; ' 8 com.apple.loginwindow.mobileconfig Today at 12:37 PM 2 KB Config...n Profile
1 | 8 com.apple.ManagedCli...references.mobileconfig  Today at 12:37PM 3 KB Config...n Profile ¢
8 com.apple.MCX.mobileconfig Today at 12:37 PM 2 KB Config...n Profile ‘
g 8 com.apple.mobiledevic...wordpolicy.mobileconfig Today at12:37PM 3 KB Config...n Profile
8 com.apple.Safari.mobileconfig Today at 12:37 PM 3 KB Config...n Profile
8 com.apple.screensaver.mobileconfig Today at 12:37 PM 2 KB Config...n Profile |
8

com.apple.security.firewall. mobileconfig

__Today at12:37PM _ 2 KB _ Config...n Profile -

mSCP Project homepage: https://github.com/usnistgov/macos security
Jamf Compliance Editor: https://trusted.jamf.com/docs/establishing-compliance-baselines
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Deploying

=« intune_psutalk_cis_level1_compliance.sh Today at 12:37PM 420 KB shell script
intune_psutalk_cis_level1l.adoc Today at 12:37PM 393 KB Document &
. . ' . % @ intune_psutalk_cis_level1l.html Today at 12:37 PM 666 KB HTML text l :
1. Build in Jamf Compl lance Editor ¥ = intune_psutalk_cis_levell.pdf Today at 12:37 PM 2 MB PDF Document '
: : : £ B intune_psutalk_cis_levell.xls Today at 12:37PM 117 KB Micros...ok (.xlIs)
2. Deploy compliance scriptin § > jamfpro Today at 12:37PM -~ Folder |
¥ ~ 77 mobileconfigs Today at 12:37 PM -- Folder ]
Intune via package and u p|oad § >0 preferences Today at 12:37 PM -~ Folder
8 ~ [ unsigned Today at 12:37 PM --  Folder
CO nﬂg prOﬂleS ’ & com.apple.Accessibility.mobileconfig Today at 12:37 PM 2 KB Config...n Profile
| 8 com.apple.applicationaccess.mobileconfig Today at 12:37 PM 3 KB Config...n Profile
f 8 com.apple.assistant.support.mobileconfig Today at 12:37 PM 2 KB Config...n Profile ,
[ 1 8 com.apple.controlcenter.mobileconfig Today at 12:37 PM 2 KB Config...n Profile {
; ' 8 com.apple.loginwindow.mobileconfig Today at 12:37 PM 2 KB Config...n Profile
1 | 8 com.apple.ManagedCli...references.mobileconfig  Today at 12:37PM 3 KB Config...n Profile ¢
8 com.apple.MCX.mobileconfig Today at 12:37 PM 2 KB Config...n Profile ‘
g 8 com.apple.mobiledevic...wordpolicy.mobileconfig Today at12:37PM 3 KB Config...n Profile
8 com.apple.Safari.mobileconfig Today at 12:37 PM 3 KB Config...n Profile
8 com.apple.screensaver.mobileconfig Today at 12:37 PM 2 KB Config...n Profile |
8

com.apple.security.firewall. mobileconfig

__Today at12:37PM _ 2 KB _ Config...n Profile -

mSCP Project homepage: https://github.com/usnistgov/macos security
Jamf Compliance Editor: https://trusted.jamf.com/docs/establishing-compliance-baselines
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Deploying
MSCP:

1. Build in Jamf Compliance Editor

2. Deploy compliance scriptin
Intune via package and upload

config profiles

f

@ intune_psutalk_cis_level1.html
Y = intune_psutalk_cis_levell.pdf

B intune_psutalk_cis_levell.xls
> 77 jamfpro

¥ ~ 77 mobileconfigs
)

> [ preferences
v [ unsigned

8 com.apple.Accessibility.mobileconfig
com.apple.applicationaccess.mobileconfig
com.apple.assistant.support.mobileconfig
com.apple.controlcenter.maobileconfig
com.apple.loginwindow.mobileconfig
com.apple.ManagedCli...references.mobileconfig
com.apple.MCX.mobileconfig
com.apple.mobiledevic...wordpolicy.mobileconfig
com.apple.Safari.mobileconfig
com.apple.screensaver.mobileconfig
com.apple.security.firewall. mobileconfig

g2 8 8 8B 8 8 8 8B B B

Alectrona.com

Date Modified

Today at 12:37PM
Today at 12:37PM
Today at 12:37PM
Today at 12:37PM
Today at 12:37 PM
Today at 12:37PM
Today at 12:37 PM
Today at 12:37 PM
Today at 12:37PM
Today at 12:37 PM
Today at 12:37 PM
Today at 12:37 PM
Today at 12:37 PM
Today at 12:37PM
Today at 12:37 PM
Today at 12:37 PM
Today at 12:37PM
Today at 12:37 PM
Today at 12:37PM

_____Todayat12:37PM

2 KB

2 KB

Kind

shell script
Document
HTML text

PDF Document
Micros...ok (.xls)

Folder
Folder
Folder
Folder
Config

mSCP Project homepage: https://github.com/usnistgov/macos security
Jamf Compliance Editor: https://trusted.jamf.com/docs/establishing-compliance-baselines

.n Profile
Config...
Config..
Config...
Config...
Config...
Config..
Config...
Config...
Config...
Config

n Profile

.n Profile

n Profile
n Profile
n Profile

.n Profile

n Profile
n Profile
n Profile

.n Profile
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¥| © Search i«

|- Create () Refresh + [Cxport = Columns *~
macOS apps

® & Monitor

‘ L search @
b v Manace apps 'C
Platform: macOS Type: macOS app (DMG), macOS app (PKG), macOS line-of-b... , +6 . Ada filters

1. Build in Jamf Compliance Editor B App seectve wipe

v Qrganize agps

2. Deploy compliance script in S g— Name | Plastorm 7 ke ¥ PP token name
. p y p p 32 App categories Admin By Request 5.1.pkg macOS macOS line-of-business .. (5.1.0) ‘|
Intune via package and upload B 1 coooks Mectons satch Deskio — . ec0S ine-otbusioeser | 210
| alectrana patch 2.21275.pkg macOS macOS line of business ..  (3.2)

config profiles ]

Microsoft 365 Apps macO5 macO5 Office Suite
/ Microsoft Defender for Endpoin...  macOS Microsoft Cefender ATF ... . ‘
Microsoft tdge for macOS macOs Microsoft edge (macls) '
¥ MicrosoftTeams.pkg macOS macOSs linc-of business ..  (202231.01.2)
Privileges 2.2.0 macO5 macOS line-of-business ..  (2.2.0)
Y Sentinel-24-4-1-cached pkg macOs macOSs app (PKG) 2441 f 3

=S - & - ' Y ki - = - - MA@ S=aiih S = Y S i - v AR =<7 - 5 < S AN —

= S ~ 2 o = = = .~ _ . . .. - - e . . oo o - gy o -~ - c a 2 . 2o L~

mSCP Project homepage: https://github.com/usnistgov/macos security
Jamf Compliance Editor: https://trusted.jamf.com/docs/establishing-compliance-baselines
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Deploying
MSCP:

1. Build in Jamf Compliance Editor
2. Deploy compliance scriptin
Intune via package and upload

config profiles

z . .—‘ R

’ @ intune_psutalk_cis_level1.html
& = intune_psutalk_cis_levell.pdf
E: intune_psutalk_cis_level1l.xls

f

> =7 jamfpro

¥ ~ 77 mobileconfigs

, A

ot

Q. .

U
B B B B B B B B B W

i

com.apple.screensaver.mobileconfig

> [ preferences
nsigned

- Faadh -+ D+ cal \

com.apple.Accessibility.mobileconfig
com.apple.applicationaccess.mobileconfig
com.apple.assistant.support.mobileconfig
com.apple.controlcenter.maobileconfig
com.apple.loginwindow.mobileconfig

com.apple.MCX.mobileconfig
com.apple.mobiledevic...wordpolicy.mobileconfi
com.apple.Safari.mobileconfig

\"

com.apple.ManagedCli...references.mobileconfid

Q) &

Alectrona.com

Date Modified

Today at 12:37PM
Today at 12:37PM
Today at 12:37PM
Today at 12:37PM
Today at 12:37 PM
Today at 12:37PM
Today at 12:37 PM
Today at 12:37 PM
Today at 12:37PM
Today at 12:37 PM
Today at 12:37 PM
Today at 12:37 PM
Today at 12:37 PM
Today at 12:37PM
Today at 12:37 PM
Today at 12:37 PM
Today at 12:37PM
Today at 12:37 PM
Today at 12:37PM

we?  Today at 12:37PM _

2 KB

2 KB

Kind

shell script
Document
HTML text

PDF Document
Micros...ok (.xls)

Folder
Folder
Folder
Folder
Config

mSCP Project homepage: https://github.com/usnistgov/macos security
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Config..
Config...
Config...
Config...
Config..
Config...
Config...
Config...
Config

n Profile

.n Profile
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n Profile
n Profile
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n Profile
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Deploying
MSCP:

Build in Jamf Compliance Editor
Deploy compliance scriptin
Intune via package and upload

config profiles

Alectrona.com 2025

~ Custom configuration profile name * () | Security Compliance - Screensaver Configuration
Deployment channel * (@ Device channel W
g
Configuration profile file * “com.apple.screensaver.mobileconfig"

"com.apple.screensaver.mobilecanfig"

16 <string>com.apple.screensaver</string> o
: 17 <key>PayloadUUID</key>
¥ 18 <s5tring>a287281d-f3ae-4a69-83cb-bff95alclcdb</string>
19 <key>PayloadVersion</key>
% 20 <integer>1</integer> X
£ 21 <key>askForPasswordDelay</key> |
) 22 <integer>5</integer>
t 23 <key>idleTime</key>
24 <integer>12@0</integer>
g 25 </dict>
26 </array>
27 <key>PayloadDescription</key> ;

=S

28 <string>Created: 2025-Q@7-07

mSCP Project homepage: https://github.com/usnistgov/macos security
Jamf Compliance Editor: https://trusted.jamf.com/docs/establishing-compliance-baselines
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Deploying
MSCP:

Build in Jamf Compliance Editor
Deploy compliance scriptin
Intune via package and upload

config profiles

Alectrona.com 2025

~ Custom configuration profile name * () | Security Compliance - Screensaver Configuration
Deployment channel * (@ Device channel W
g
Configuration profile file * “com.apple.screensaver.mobileconfig"

"com.apple.screensaver.mobilecanfig"

16 <string>com.apple.screensaver</string> o .
: 17 <key>PayloadUUID</key> &
y 18 <string=>a287281d-f3ae—-4a69-83cb-bff95alclcdb</string> 3
. 19 <key>PayloadvVersion</key> |
£ 21 | <key>askForPasswordDelay</key> |
| 22 £ <integer>5</integer>
t 23 ¥ <key>idleTime</key>

24 § <integer>1200</integer>
] 55 </  s SN i

26 </array>

27 <key>PayloadDescription</key> |

28 <string>Created: 2025-07-87 |

mSCP Project homepage: https://github.com/usnistgov/macos security
Jamf Compliance Editor: https://trusted.jamf.com/docs/establishing-compliance-baselines
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Deploying
MSCP:

Build in Jamf Compliance Editor
Deploy compliance scriptin
Intune via package and upload
config profiles

Execute compliance script daily

Name

+ intune_psutalk_cis_level1l_compliance.sh

intune_psutalk_cis_levell.adoc
’ @ intune_psutalk_cis_level1.html
& intune_psutalk_cis_levell.pdf

LA

, A

intune_psutalk_cis_levell.xls
jamfpro

mabileconfigs

> [ preferences

v [ unsigned

g2 8 8 8B 8 8 8 8B B B

com.apple.Accessibility.mobileconfig
com.apple.applicationaccess.mobileconfig
com.apple.assistant.support.mobileconfig
com.apple.controlcenter.maobileconfig
com.apple.loginwindow.mobileconfig
com.apple.ManagedCli...references.mobileconfig
com.apple.MCX.mobileconfig
com.apple.mobiledevic...wordpolicy.mobileconfig
com.apple.Safari.mobileconfig
com.apple.screensaver.mobileconfig
com.apple.security.firewall. mobileconfig

Alectrona.com

Date Modified

Today at 12:37PM
Today at 12:37PM
Today at 12:37PM
Today at 12:37PM
Today at 12:37 PM
Today at 12:37PM
Today at 12:37 PM
Today at 12:37 PM
Today at 12:37PM
Today at 12:37 PM
Today at 12:37 PM
Today at 12:37 PM
Today at 12:37 PM
Today at 12:37PM
Today at 12:37 PM
Today at 12:37 PM
Today at 12:37PM
Today at 12:37 PM
Today at 12:37PM

_____Todayat12:37PM

2 KB

2 KB

Kind

shell script
Document
HTML text
PDF Document

Micros..

Folder
Folder
Folder
Folder

Config..
Config...
Config..
Config...
Config...
Config...
Config..
Config...
Config...
Config...
Config.

mSCP Project homepage: https://github.com/usnistgov/macos security
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.0k (.xIs)

.n Profile

n Profile

.n Profile

n Profile
n Profile
n Profile

.n Profile

n Profile
n Profile
n Profile

.n Profile _
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Shell Script ¢ b B £ < > L = L
Language Run Stop  Run Settings... Back/Forward View

Execute Compliance Script.sh -+

1

2

3

4

S

8 complianceScriptLocation="/Library/Application Support/Alectrona/intune_psutalk_cis_levell_compliance.sh"

10

11 if [[ -f "$complianceScriptLocation” ]]; then

12 /bin/echo "Compliance script found, proceeding...”
13 else

14 /bin/echo "Compliance Script not found, exiting..."
15 exit 1

16 fi

17

18

19

20

22 /bin/zsh "$complianceScriptLocation" --cfc --stats --quiet=1
23

24 exit O

mSCP Project homepage: https://github.com/usnistgov/macos security
Jamf Compliance Editor: https://trusted.jamf.com/docs/establishing-compliance-baselines
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Deploying
MSCP:

Build in Jamf Compliance Editor
Deploy compliance scriptin
Intune via package and upload
config profiles

Execute compliance script daily

Name

4+ intune_psutall@
intune_psutalk§
@ intune_psutall§

E: intune_psutall®
> 77 jamfpro j

v [ unsigned
8 com.appk

g2 8 8 8B 8 8 8 8B B B

».

0 . §

1 o
ot

> T preferencesk

Uoload script * (D

=

M0 m a0 W0 5 N

»

Basics o Scnipt settings ') Scope tags

Alectrona.com

~_- P o 4 N 2 > ) > 2 = = P J A Lo } e 8

Assignments ) Review + add

#!/bin/bash

# Written by Alectrona
# Execute Security Baseline Compliance script genarated by Jamf Conpliarce EZditor
# Written tc be rur on a regular (daily or weekly) basis

# Path to compliance srript Inczt-on = must be updated if compliance script is updated/renamed
complianceScriptlocation="/Librery/Applicaticn Suppart/Alectrona/intune_psutalk_cis_levell_con

# Check if Compliance script is present
if [I -F "$compliarceScriptLocation” ]]; ther
/binfecho “Compliance script found, proceediny..."
else
/hnfacha “Compliance Script nor found, ex'Ting..."
ex b1
i

##% Executing Compliance script ###

# —cfc run a check laudit), fix |r~2mediate), check in order

¥ --stats returns compliance percentage stats from the latest check (aucit) run
# ==qulet=1 minimizes dutput anc only reports fallures

Shin/zsh "ScomplianceScriptlocat ion” ==c¢’c ==stats ==quiet=1

exit @

N

Run script s signed-in user O ( Ye m'
Hide script natifications on devices (0 | = v
CI LY _ - y , \ N/

Execute Compiance Scriptsk E

fonfig...n Profile

fonfig...n Profile

..ok (.xIs)

..n Profile
fonfig...n Profile

..n Profile
..n Profile
..n Profile
..n Profile
..n Profile

..n Profile
ol Pfil ,

mSCP Project homepage: https://github.com/usnistgov/macos security

Jamf Compliance Editor: https://trusted.jamf.com/docs/establishing-compliance-baselines

2025


http://alectrona.com
https://trusted.jamf.com/docs/establishing-compliance-baselines

Deploying
MSCP:

Build in Jamf Compliance Editor
Deploy compliance scriptin
Intune via package and upload
config profiles

Execute compliance script daily

Name

+ intune_psutalk_cis_level1l_compliance.sh

intune_psutalk_cis_levell.adoc
’ @ intune_psutalk_cis_level1.html
& intune_psutalk_cis_levell.pdf

LA

, A

intune_psutalk_cis_levell.xls
jamfpro

mabileconfigs

> [ preferences

v [ unsigned

g2 8 8 8B 8 8 8 8B B B

com.apple.Accessibility.mobileconfig
com.apple.applicationaccess.mobileconfig
com.apple.assistant.support.mobileconfig
com.apple.controlcenter.maobileconfig
com.apple.loginwindow.mobileconfig
com.apple.ManagedCli...references.mobileconfig
com.apple.MCX.mobileconfig
com.apple.mobiledevic...wordpolicy.mobileconfig
com.apple.Safari.mobileconfig
com.apple.screensaver.mobileconfig
com.apple.security.firewall. mobileconfig

Alectrona.com

Date Modified

Today at 12:37PM
Today at 12:37PM
Today at 12:37PM
Today at 12:37PM
Today at 12:37 PM
Today at 12:37PM
Today at 12:37 PM
Today at 12:37 PM
Today at 12:37PM
Today at 12:37 PM
Today at 12:37 PM
Today at 12:37 PM
Today at 12:37 PM
Today at 12:37PM
Today at 12:37 PM
Today at 12:37 PM
Today at 12:37PM
Today at 12:37 PM
Today at 12:37PM

_____Todayat12:37PM

2 KB

2 KB

Kind

shell script
Document
HTML text
PDF Document

Micros..

Folder
Folder
Folder
Folder

Config..
Config...
Config..
Config...
Config...
Config...
Config..
Config...
Config...
Config...
Config.

mSCP Project homepage: https://github.com/usnistgov/macos security

Jamf Compliance Editor: https://trusted.jamf.com/docs/establishing-compliance-baselines

.0k (.xIs)

.n Profile

n Profile

.n Profile

n Profile
n Profile
n Profile

.n Profile

n Profile
n Profile
n Profile

.n Profile _
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Deploying
MSCP:

Build in Jamf Compliance Editor
Deploy compliance scriptin
Intune via package and upload
config profiles

Execute compliance script daily
Create custom attribute to

gather reports

Name

+ intune_psutalk_cis_level1l_compliance.sh

intune_psutalk_cis_levell.adoc
’ @ intune_psutalk_cis_level1.html
& intune_psutalk_cis_levell.pdf

LA

, A

intune_psutalk_cis_levell.xls
jamfpro

mabileconfigs

> [ preferences

v [ unsigned

g2 8 8 8B 8 8 8 8B B B

com.apple.Accessibility.mobileconfig
com.apple.applicationaccess.mobileconfig
com.apple.assistant.support.mobileconfig
com.apple.controlcenter.maobileconfig
com.apple.loginwindow.mobileconfig
com.apple.ManagedCli...references.mobileconfig
com.apple.MCX.mobileconfig
com.apple.mobiledevic...wordpolicy.mobileconfig
com.apple.Safari.mobileconfig
com.apple.screensaver.mobileconfig
com.apple.security.firewall. mobileconfig

Alectrona.com

Date Modified

Today at 12:37PM
Today at 12:37PM
Today at 12:37PM
Today at 12:37PM
Today at 12:37 PM
Today at 12:37PM
Today at 12:37 PM
Today at 12:37 PM
Today at 12:37PM
Today at 12:37 PM
Today at 12:37 PM
Today at 12:37 PM
Today at 12:37 PM
Today at 12:37PM
Today at 12:37 PM
Today at 12:37 PM
Today at 12:37PM
Today at 12:37 PM
Today at 12:37PM

__Today at12:37PM

2 KB

2 KB

Kind

shell script
Document
HTML text
PDF Document

Micros.

Folder
Folder
Folder
Folder

Config..
Config...
Config..
Config...
Config...
Config...
Config..
Config...
Config...
Config...
Config.

mSCP Project homepage: https://github.com/usnistgov/macos security

Jamf Compliance Editor: https://trusted.jamf.com/docs/establishing-compliance-baselines

.0k (.xls)

.n Profile

n Profile

.n Profile

n Profile
n Profile
n Profile

.n Profile

n Profile
n Profile
n Profile

.n Profile _
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Deploying
MSCP:

Build in Jamf Compliance Editor
Deploy compliance scriptin
Intune via package and upload
config profiles

Execute compliance script daily
Create custom attribute to

gather reports

Name

+ intune_psutalk_cis_level1l_compliance.sh

intune_psutalk_cis_levell.adoc
’ @ intune_psutalk_cis_level1.html
& = intune_psutalk_cis_levell.pdf

<
JA

, A

intune_psutalk_cis_level1.xls

—

"> jamfpro T T
§ ~ _ mobileconfigs
> [ preferences

] = - Lo,
» - _ - 5

v [ unsigned

g2 8 8 8B 8 8 8 8B B B

com.apple.Accessibility.mobileconfig
com.apple.applicationaccess.mobileconfig
com.apple.assistant.support.mobileconfig
com.apple.controlcenter.maobileconfig
com.apple.loginwindow.mobileconfig
com.apple.ManagedCli...references.mobileconfig
com.apple.MCX.mobileconfig
com.apple.mobiledevic...wordpolicy.mobileconfig
com.apple.Safari.mobileconfig
com.apple.screensaver.mobileconfig
com.apple.security.firewall. mobileconfig

Alectrona.com

Date Modified

Today at 12:37PM
Today at 12:37PM
Today at 12:37PM
Today at 12:37PM
Today at 12:37 PM
Today at 12:37PM
Today at 12:37 PM
Today at 12:37 PM
Today at 12:37PM
Today at 12:37 PM
Today at 12:37 PM
Today at 12:37 PM
Today at 12:37 PM
Today at 12:37PM
Today at 12:37 PM
Today at 12:37 PM
Today at 12:37PM
Today at 12:37 PM
Today at 12:37PM

_____Todayat12:37PM

2 KB

2 KB

Kind

shell script
Document
HTML text
PDF Document

Micros.

Folder
Folder
Folder
Folder

Config..
Config...
Config..
Config...
Config...
Config...
Config..
Config...
Config...
Config...
Config.

mSCP Project homepage: https://github.com/usnistgov/macos security

Jamf Compliance Editor: https://trusted.jamf.com/docs/establishing-compliance-baselines

.0k (.xls)

.n Profile

n Profile

.n Profile

n Profile
n Profile
n Profile

.n Profile

n Profile
n Profile
n Profile

.n Profile _
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Deploying
MSCP:

Build in Jamf Compliance Editor
Deploy compliance scriptin
Intune via package and upload
config profiles

Execute compliance script daily
Create custom attribute to

gather reports

ST T e e fee S Lo il
0

g sl

i \

R A,

P

\

W

Y

(SR

Name

intune_psutalk_cis_levell.adoc
¢ intune_psutalk_cis_levell.html

al

intune_psutalk_cis_levell.pdf

== intune_psutalk_cis_levell.xls

s» compliance-exemptions.sh
_ & _compliance-exemptions . xml

=~ > e -

s compliance-version.sh

s compliance-version.xmi

# intune_psutalk_cis_levell.json
> T mobileconfigs

> =7 preferences

\ S Qrp jance-FailedResultsCount.sh
& compliance-FailedResultsCount.xml

__»_compliance-FailedResultsList.sh
» compliance-FailedResultsList.xml

intune _psutalk_cis;level1

1 of 16 selected,

R =

Alectrona.com

oo i— -
alul — )

A~ Date Maodified

Jul 7, 2025 at 12:37PM
Jul 7, 2025 at 12:37 PM
Jul 7, 2025 at 12:37 PM
Jul 7, 2025 at 12:37 PM
Jul 7, 2025 at 12:37 PM
Jul 7, 2025 at 12:37 PM
Jul 7, 2025 at 12:37 PM
Jul 7, 2025 at 12:37PM
Jul 7, 2025 at 12:37 PM
Jul 7, 2025 at 12:37 PM
Jul 7, 2025 at 12:37 PM
Jul 7, 2025 at 12:37 PM
Jul 7, 2025 at 12:37 PM
Jul 7, 2025 at 12:37PM
Jul 7, 2025 at 12:37 PM
Jul 7, 2025 at 12:37 PM

561.85 GB available

< D = g - —
- - '+

= QO Oy

2025

__< -

Size Kind &

393 KB Document
666 KB HTML text

2 MB PDF Document
117 KB  Micros...ok (.xls)

3 KB shell script
4 KB XML text
4 KB shell script
5 KB XML text
3 KB shell script
4 KB XML text 3
3 KB shell script "
3 KB XML text
43 KB JSON Document
-- Folder
-- Folder "f‘

mSCP Project homepage: https://github.com/usnistgov/macos security
Jamf Compliance Editor: https://trusted.jamf.com/docs/establishing-compliance-baselines



http://alectrona.com
https://trusted.jamf.com/docs/establishing-compliance-baselines

Alectrona.com 2025

epioyin i @ mMacOS | Custom attributes for macOS
MSCP: B

¥ —+ Create () Refresh & Export = Columns

Build in Jamf Compliance Editor

Deploy compliance script in A Search = B

Intune via package and upload Attribute name 1 Attribute type

config profiles Alectrona Patch Version String

Execute Compliance Script dally Microsoft Defender Install Status String

Create custom attribute to Google Chrome Version String

gather reports § {7 compiance scrpt - ailed Results Count | nteger :
i Microsoft Defender Running Status String
| N T e e pomrayay -

mSCP Project homepage: https://github.com/usnistgov/macos security
Jamf Compliance Editor: https://trusted.jamf.com/docs/establishing-compliance-baselines
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Alectrona.com 2025

p y g ¢ macOS | Custom attributes for macOS -
g Compllance Scrlpt Falled Results Count | Dewce status
macOS
o«
' Export ¥= Columns v
{) Overview
M
> Manage /O carm < | ®
v Monitor
B Device status Device name User name QS Version Status Result Last Updated
& User status Sam sam@alectrona.com 15.5 (24F74) Succeeded 68 2025-07-10T18:29:55Z 31
{1

mSCP Project homepage: https://github.com/usnistgov/macos security
Jamf Compliance Editor: https://trusted.jamf.com/docs/establishing-compliance-baselines



http://alectrona.com
https://trusted.jamf.com/docs/establishing-compliance-baselines

Deploying
MSCP:

Build in Jamf Compliance Editor
Deploy compliance scriptin
Intune via package and upload
config profiles

Execute compliance script daily
Create custom attribute to

gather reports

intune _psutalk_cis;level1

(SR

ST T e e fee S Lo il
0

g sl

i \

R A,

P

\

W

Y

Name

intune_psutalk_cis_levell.adoc
¢ intune_psutalk_cis_levell.html

al

intune_psutalk_cis_levell.pdf
== intune_psutalk_cis_levell.xls

s» compliance-exemptions.sh

» compliance-exemptions.xml

« compliance-FailedResultsCount.sh
» compliance-FailedResultsCount.xml
-+ compliance-FailedResultsList.sh

» compliance-FailedResultsList.xml
s compliance-version.sh

s compliance-version.xml

# intune_psutalk_cis_levell.json

> T mobileconfigs

> ©7 preferences

1 of 16 selected,

Alectrona.com

e

561.85 GB available

= | D

Date Modified

Jul 7, 2025 at 12:37PM
Jul 7, 2025 at 12:37 PM
Jul 7, 2025 at 12:37 PM
Jul 7, 2025 at 12:37 PM
Jul 7, 2025 at 12:37 PM
Jul 7, 2025 at 12:37 PM
Jul 7, 2025 at 12:37 PM
Jul 7, 2025 at 12:37PM
Jul 7, 2025 at 12:37 PM
Jul 7, 2025 at 12:37 PM
Jul 7, 2025 at 12:37 PM
Jul 7, 2025 at 12:37 PM
Jul 7, 2025 at 12:37 PM
Jul 7, 2025 at 12:37PM
Jul 7, 2025 at 12:37 PM
Jul 7, 2025 at 12:37 PM

e - = © -
5 = '

= QO Oy

mSCP Project homepage: https://github.com/usnistgov/macos security

2025

__< -

Kind &

Document
HTML text

PDF Document
Micros...ok (.xls)

shell script 3
XML text
shell script
XML text
shell script
XML text 3
shell script "
XML text

JSON Document

Folder
Folder "f‘

Jamf Compliance Editor: https://trusted.jamf.com/docs/establishing-compliance-baselines
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App Management
App Restrictions
Reporting
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Deploying apps with Intune

% & [ N &
D B i g

Built In (Office, Defender, Edge)

Line of
Business

(LOB)

Volume Purchase Program (VPP)

macOS app
PKG / DMG
(unmanaged)

Scripts
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Deploying apps with 3rd party tools
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Deploying apps with 3rd party tools

Autopkg

IntuneBrew

Installomator
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What are you using for Application
deployment/management in Intune?

You can see how people vote. Learn more

Native Intune - LOB,PKGs,DMGs
Scripts
OpenSource - Munki,AutoPkg,etc

Paid - Patch,AppCatalog,Pckgr

47%

19%

26%

9%



Microsoft Mac Admins

Microsoft Mac Admins App Installation Method

Native Intune - LOB, PKGs, 22
DMGs

Scripts 9
Open Source - Munki, AutoPkg, 12
etc.

Paid - Patch, AppCatalog, Pckgr 4

@ Native Intune - LOB, PKGs, DMGs {» Scripts
@ Open Source - Munki, AutoPkg, etc. * Paid - Patch, AppCatalog, Pckgr



Simple Poll ~APP  9:30 AM
What are you using for Application deployment/management in Intune?

P Native Intune (LOB, macQOS app, DMGs, etc) 25

o Scripts (s3, azure blob, webhosted, directly from vendor's cdn) 9

d, \ ) 1 ] ’ o = " i ’

3 AutoPkg 8

?

” Munki 13

? Alectrona Patch

@amyers22

?Ir‘ustallorrmtor S

* Pckgr

K App Catalog 1

? IntuneBrew 4

?

W Other... (comment in thread) 1

Respondents: 45



MacAdmins Slack - #microsoft-intune

@ Native Intune - LOB, macOS app, PKGs, DMGs, etc.

@ AutoPkg

@ Alectrona Patch
© Pckgr

O IntuneBrew

@ Scripts

O Munki

@ Installomator
" App Catalog
. Other...

MacAdmins Slack - #microsoft-intune

Native Intune - LOB, macOS app, 25
PKGs, DMGs, etc.

Scripts 9
AutoPkg 8
Munki 13
Alectrona Patch 1
Installomator 5
Pckgr

App Catalog 1
IntuneBrew 4
Other... 1




Intune App Management

® Native Intune - LOB, PKGs, DMGs
@ Scripts

@ Open Source - Munki, AutoPkg, etc.
¢ Paid - Patch, AppCatalog, Pckgr

Intune App Management

Native Intune - LOB, PKGs, 57
DMGs

Scripts 18
Open Source - Munki, AutoPkg, 42
etc.

Paid - Patch, AppCatalog, Pckgr 6




Microsoft Intune admin center

« Home > Apps | macOS >

gl ] macOS | macQOS apps

4] Dashboard

i— All services O Search ’ Py &
-+ Create () Refresh 4 Export = Columns Vv

L8 Devices | e macOS apps

i=s A

sas APPS B Monitor - : : . :
0O Search @ Platform: macQS ype: macCS app (DMG), macOS app (PKG), macOS line-of-b..., +6 Assigned: Assigned apps only X 5% Add filters

@ Endpoint security v Manace apps

Reports l}( App selective wipe

o Name T Platform Type Version VPP token name Assigned Developer

ah Users v Organize zpps

- Admin By Request 51.pk macOS macOS line-of-business a (5.1.0) Yes

aid Groups B Assignment filters hins, e o

&} Tenant administration =2 App categories Alectrona Patch Desktop macOS macOS line-of-business app (2.0) Yes

p 4 Troubleshooting + support L] eBooks a'ectronz-patch-3.2.1275.pkg macOS macOS line-of-business app (32) Yes
Microsoft 365 Apps macOS macOS Office Suite Yes Microsoft
Microsoft Defender for Endpoint (macQS) macOS Microsoft Defender ATP (macQ¥S) Yes Microsoft
Microsoft Edge for macOS macOS Microsoft ecge (macOS) Yes Microsoft

Windows A macOs macOS volume purchase program a Alectrona Intunz Yes
PP P prog PP



—+ Create () Refresh < Export #= Columns “/

£ Search ® Platform: macOS Type: macOS app (DMG), macOS app (PKG), macOS line-of-b..., +6 AsSi(
Name T Platform Type YV Version

Admin By Request 5.1.pkg macOS (5.1.0)
Alectrona Patch Desktop macOS (2.0)
alectrona-patch-3.2.1275.pkg macOS ‘ me-of-businessepp— i (3.2)

Microsoft 365 Apps macOS e ( » ] |

Microsoft Defender for Endpoint (macOS) macOS ‘ er ATP (m'ac‘:05; j)

Microsoft Edge for macOS macOS } IMicros &_.‘m

Windows App macOS w epigra pj




K

—~+ Create () Refresh & Export (= Columns “/

£ Search

Name 7

Admin By Request 5.1.pkg

Alectrona Patch Desktop
alectrona-patch-3.2.1275.pkg

Microsoft 365 Apps

Microsoft Defender for Endpoint (macOS)
Microsoft Edge for macOS

Windows App

®

Platform: macOS

Platform Y

macOS
macOS
macOS
macOS
macOS
macOS

macOS

Type: macOS app (DMG), macOS app (PKG), macOS line-of-b..., +6 AsSIC

Type YV

macOS line-of-business app
macQOS line-of-business app

macOS line-of-business app

\mac0s Office Suite
Microsoft Defender ATP (macQOS)
Microsoft edge (macOS)

macOS volume purchase program app

Version

(5.1.0)
(2.0)

(3.2)



Home > Microsoft 365 Apps | Properties >

Edit application

Microsoft 365 Apps (macOS)

App information  Review + save

Name * (i) Microsoft 365 Apps
Description * (D Microsoft 365 Apps for macOS
Publisher (O Microsoft

Category Productivity

Show this as a featured app in the No )

Company Portal (@

Information URL &) https://products.office.com/explore-office-for-home
Privacy URL (D https://privacy.microsoft.com/privacystatement
Developer (D Microsoft

Owner () Microsoft

Notes ()

Logo © Change image

] Office



Microsoft Intune admin center

« Home > Apps | macOS >

A Home ; macQOS | macOS dpps

4] bashboard

:— All services £ Search X «
~+ Create () Refresh Export #= Columns “/
lj Devices ‘ L macOs apps
sia Apps & Monitor . : . :
£ Search ® Platform: macOS Type: macOS app (DMG), macOS app (PKG), macOS line-of-b..., +6 Assigned: Assigned apps only X Y Add filters
. .
5] Reports BY App selective wipe
® Name T Platform Y Type Y Version VPP token name Assigned Y Developer
aa Users v Organize apps
Admin By Request 5.1.pk macOS macOS line-of-business a (5.1.0 Yes
A& Groups B Ass : y Req pkg pp
v Assignment filters
} Tenant administration = 4 ) Alectrona Patch Desktop macOS macOS line-of-business app (2.0) Yes
sas App categories
X Troubleshooting + support L] eBook alectrona-patch-3.2.1275.pkg macOS macOS line-of-business app (3.2) Yes
eBooks
Microsoft 365 Apps macOS macOS Office Suite Yes Microsoft
Microsoft Defender for Endpoint (macOS) macOS Microsoft Defender ATP (macOS) Yes Microsoft
Microsoft Edge for macOS macOS Microsoft edge (macOS) Yes Microsoft

Windows App macOS macOS volume purchase program app Alectrona Intune Yes



K

—~+ Create () Refresh & Export (= Columns “/

£ Search

Name 7

Admin By Request 5.1.pkg

Alectrona Patch Desktop
alectrona-patch-3.2.1275.pkg

Microsoft 365 Apps

Microsoft Defender for Endpoint (macOS)
Microsoft Edge for macOS

Windows App

®

Platform: macOS

Platform Y

macOS
macOS
macOS
macOS
macOS
macOS

macOS

Type YV

macOS line-of-business app
macQOS line-of-business app
macOS line-of-business app
macQOS Office Suite

Microsoft Defender ATP (macQOS)

Microsoft edge (macOS)

Type: macOS app (DMG), macOS app (PKG), macOS line-of-b..., +6 AsSIC

Version

(5.1.0)
(2.0)

(3.2)



Home > Windows App | Properties >

Edit application

macOS volume purchase program app

App information  Review + save

Name © Windows App
Description O Enter a description...
Publisher © Microsoft Corporation
Appstore URL

Applicable device type © 0 selected

Category © Other apps

Show this as a featured app in the C Yes
Company Portal ©

Information URL & https://apps.apple.com/us/app/windows-app/id1295203466?mt=12
Privacy URL O Enter a valid url

Developer

Owner OO

Notes ©

Logo © Change image

App type macOS volume purchase program app
Supports device context assignment true

Available licenses 47

Total licenses 50




Description O

Publisher ()
Appstore URL
Applicable device type ©
Category (D)

Show this as a featured app in the
Company Portal (D

Information URL ()
Privacy URL (D
Developer (O
Owner (O

Notes (O

Logo ©

( — i

M — = =
i

| App type

|
l
|
|
|
|
|
r .
| Total licenses

e —

Supports device context assignment

Available licenses

Enter a description...

Microsoft Corporation

D
0 selected W
Other apps W

(Yes

https.//apps.apple.com/us/app/windows-app/id12952034667mt=12

Enter a valid url

Change image

macOS volume purchase program app

true

47




Microsoft Intune admin center

« Home > Apps | macOS >

A Home ; macQOS | macOS dpps

4] bashboard

:— All services £ Search X «
~+ Create () Refresh Export #= Columns “/
lj Devices ‘ L macOs apps
sia Apps & Monitor . : . :
£ Search ® Platform: macOS Type: macOS app (DMG), macOS app (PKG), macOS line-of-b..., +6 Assigned: Assigned apps only X Y Add filters
. .
5] Reports BY App selective wipe
® Name T Platform Y Type Y Version VPP token name Assigned Y Developer
aa Users v Organize apps
Admin By Request 5.1.pk macOS macOS line-of-business a (5.1.0 Yes
A& Groups B Ass : y Req pkg pp
v Assignment filters
} Tenant administration = 4 ) Alectrona Patch Desktop macOS macOS line-of-business app (2.0) Yes
sas App categories
X Troubleshooting + support L] eBook alectrona-patch-3.2.1275.pkg macOS macOS line-of-business app (3.2) Yes
eBooks
Microsoft 365 Apps macOS macOS Office Suite Yes Microsoft
Microsoft Defender for Endpoint (macOS) macOS Microsoft Defender ATP (macOS) Yes Microsoft
Microsoft Edge for macOS macOS Microsoft edge (macOS) Yes Microsoft

Windows App macOS macOS volume purchase program app Alectrona Intune Yes



K

—~+ Create () Refresh & Export (= Columns “/

£ Search

Name 7

Admin By Request 5.1.pkg

Alectrona Patch Desktop
alectrona-patch-3.2.1275.pkg

Microsoft 365 Apps

Microsoft Defender for Endpoint (macOS)
Microsoft Edge for macOS

Windows App

®

Platform: macOS

Platform Y

macOS

macOS

macOS

macOS

macOS

macOS

macOS

'macOS line-of-business app

——— — = e —e——

macQOS line-of-business app
macOS line-of-business app
macOS Office Suite

Microsoft Defender ATP (macQOS)
Microsoft edge (macOS)

macOS volume purchase program app

Type: macOS app (DMG), macOS app (PKG), macOS line-of-b..., +6 AsSIC

Version

(5.1.0)
(2.0)

(3.2)



Microsoft Intune admin center

ﬂ' Home

Dashboard

= All services

LB Devices

i5 Apps

‘ Endpeint security
Reports

a Users

& Groups

A Tenant administration

24 Troubleshooting + suppart

Home > Apps| macOS > macOS | macOS apps > Admin By Reguest 5.1.pkq | Froperties >

Edit application

macOS line-of-busiress ape

App information  Review + save

Selact file to update ™ () Admin By Request 5.1.pkg

—

Name * U Admin By Request 5.1.pkg

Descrigtion * (U Admin By Request 5.1.pkg

Publisher * ~ Admin by Recuesl

o The minimum opereting system for up oading a .pkg filz 5 macOS 10.14. Upload a .pkg file to select an older mnimum ogerating

system.
Minimum operating system * macOS5 Mojave 10.14 v
P ™,
ol ') f \
Ignore app varsion (L) No )
~ 4 X \
Install as managed © \__Yes No )

Included apps * (D

0 Review the includad apps list to ecit apps or remave anything that isn't an app The app listed firct is used as *he primary apn in app
reporting. The app version can be the CFBundleSacrtVersionString or CFBundleVersion._ Learn meore abou: included apps.

App bundle ID (CFEBundlcldentificr) App versien (CFBundleShortVersionString)

com fasttracksoftware.adminbyrequest 510 [

Enter bundle ID | | Enter app version |

Category © 0 seected v ]

g \
[ 0D )
Ve

Snow this as a featured app in the
Company Portal O

Information URL O Enter a valic url

Privacy URL (1) Enter a valic url

Develooer

Cwner

Notes O

Logo © Select image



‘; Endpoint security
Reports

& Users
J& Groups

2} Tenant administration

7% Troubleshooting + support

MAauadiin Dy l\CLlUCDL . I.I.Jl'sy

Select file to update *

Name * (O Admin By Request 5.1.pkg
Description * (O Admin By Request 5.1.pkg
Publisher * O Admin by Request

© The minimum operating system for uploading a .pkg file is macOS 10.14. Upload a .pkg file to select an older minimum operating
system.

Minimum operating system * (O macOS Mojave 10.74 N

lgnore app version (0

Install as managed @

Included apps * O

reporting. The app version can be the CFBundleShortVersionString or CFBundleVersion. Learn more about included apps.

i‘
App bundle ID (CFBundleldentifier) App version (CFBundleShortVersionString)
com.fasttracksoftware.adminbyrequest 5.1.0 Til]
Enter bundle ID Enter app version ]
I - -
Category (O 0 selected Y |

Show this as a featured app in the ( Yes



Microsoft Intune admin center

X Home > Apps | Overview > macOS | maclS apps > Sentinel-24-4-1-czched pky
Home H :
f 1! Sentinel-24-4-1-cached.pkg | Properties
4] Dashboard Cliwrt Apps
“ All services A Searcn J App Information [dl
LMl Devices (i) Overview Name Szntinel-24-4-1-cached.pkg
i Apps v Manage Descrption Sentinel-24-4-1-rached pkq
% End ¢ " Puhlsher Senmtine/Ons=
nduoint securily I :
| el Category Na Categery
[T Reports ~  Monitor ~formation JRL No Informaticn URL
® . Prvacy U '
&a Lsers b Device install status rvacy URL e Privacy URL
Develooer No Ceveloper
&5 Groups . R
ap Userinstal status Owier No Qvmen
4 Terant administratian Notes No Notes
#% Troubleshaoting + suppart Loyo Nu logo

Program Euil

Pre-insta | script Na Pre-install script
Post-install scrpt £l /in/bash

# |rstall anc Register SentinelCne

£ Tcken from default site in S1

token="INI"R UOKENH: K"

workDir="/privatesvzr/tmp"

sentinelPKG=${/us /binffind "SworkDir" -type f -name "Sent nel* pkc”
tusr/bin/read 1)

unset "esu't

£ Exit f no token i passed

if -7 "'%taken” || then
ece “Error: No Registation Token passed: exiing.”
ext 1

# Exit f no cachod SentinelAgent*.okg i< found

if -z " $sentine/PKG" 1); then
ecne "Erro” Can't ine Sent nelAgent pkqg in work cirectary; exiting *
axt 2

# Wnte the tokzn to the config file locally
ccho “Stoken' > “$iworkDirl/comsemine enercglistraticn-token”

# [lun the irstallatinn
fusrfsbinfinstaller -pkg * $sentinelPKG* -target /
result="%2"

it | "%resJlt* «-ne "D" || then
cenc "Error: Falled to Install SentinelOne: exiting.”
ext "$resalt’

fi

echo Suceassfully installed Sentinelne.

exit D
Requirements Fdi-
Minimum operating system macCS Saroma 140
Detection rules Edit
LU dpp wersion Yes
ncuced apps cem.sentinelone extensions-wrapper 24.4.1

Scope tags Edil



Microsoft Intune admin center

ﬁ Home

Dashhoard

Al services

Ll Devices

i Apps

‘ Endooint securily
(21 Reports

& Users

S5 Groups

A Terant administratian

#% Troubleshooting + suppart

X

Home > Apps | Overview > macDS | macCS apps > Sentinel-24-4-1-c2ched pky

111 Sentinel-24-4-1-cached.pkg | Properties

Cliert Apps
information Fdit
[/f) SW(FI I ’.\- W Mp F
(i) Overview Name
v Manags Description
Publisher
‘I' Properties .
W iontics rformation JRL
Prvacy |J
.| Device install status nvacy URL
Develaoer
:o User install status Owires
Noles
oyo
~ Program Euil

Pre-nsta | script

) Post-install scrpt

Requirements Fdi-

Minimum operating system

Detection rules Edit

CIUre dpp wersion

rcduced apps

Scope tags Edil

Semine!-24-4-1-cached.pkg
Sentinel-24-4-1-rached pkq
Sentine/Ons

Na Categery

No Informat.cn URL

Nao Privacy URL

No Cevzloper

No Qvmen

Nu Noles

Ne logo

Na Pre-install script
£l bin/bash

# |rstall anc Register SentinelCne

£ Tcken from default site in S1

token="INI"R UOKENH: K"

workDir="/privatesvzr/tmp"

sentinelPKG=${/us /binffind "SworkDir" -type f -name "Sent nel* pkc”
tusr/bin/read 1)

unset "esu't

£ Exit f no token i passed

if -7 "%taken” || then
ecne “Error: No Registation Token passed: exitng.
ext1

# Exit 'f no cachod SentinelAgent*.okg i< found

if 7 -z " $sentinelPKG" |); then
acne "trro~ Can't fina Sent nelAgent pkg in wark cirectary; exiting *
axt 2

# Wnte the tokzn to the config file locally
ccho “Stoken' > “$iworkDirl/comsemine enercglistraticn-token”

# [lun the irstallatinn
fusrfsbinfinstaller -pkg * $sentinelPKG* -target /
result="%2"
it 7 "$resalt® <ne "D ||, tren
ccnc "Error: Falled to Install SentinelOne: exliting.”

ext "Sresals’
fi

echo Suceassfully installed Sentinellne.*

exit D

macCS Saroma 140

Yes

cem.sentinelone extensions-wrapper 24.4.1




Pre-install script

Post-install script

No Pre-install script

#!/bin/bash
# Install and Register SentinelOne

# Token from default site in S1

token="ENTERTOKENHERE"

workDir="/private/var/tmp"

sentinelPKG=5(/usr/bin/find "SworkDir" -type f -name "Sentinel*.pkg" |
Jusr/bin/head -1)

unset result

# Exit if no token is passed

if [[ -z "$token" ]]; then
echo "Error: No Registration Token passed; exiting."
exit 1

fi

# Exit if no cached SentinelAgent*.pkg is found

if [ -z "$sentinelPKG" ]]; then
echo "Error: Can't find SentinelAgent pkg in work directory; exiting."
exit 2

fi

# Write the token to the config file locally
echo "$token” > "${workDir}/com.sentinelone.registration-token"

# Run the installation
/usr/sbin/installer -pkg "$sentinelPKG" -target /
result="5?"

if [[ "$result" -ne "0" 1]; then
echo "Error: Failed to install SentinelOne; exiting."
exit "$result”

fi

echo "Successfully installed SentinelOne."

exit 0



Microsoft Intune admin center

€ Home > Devices | macOS > macOS

Bl == macOS | Scripts
4l Dashboard

— All services

£ Search ‘ X« .
-+ Add () Refresh Export := Columns
Ll Devices e macOS devices
i1 Apps Monit
& Monitor £ search M Platform: macOS X
L Endpoint security v Device onboarding
L’r] Reports ] Enroliment Script name 7 Platform Assigned Script type Last modified
. Users '
ot v Manage devices Configure Dock macOS No Shell script 07/01/2025, 11:.54 AM
G o, '
di Groups Configuration Demote All Admin Accounts to Standard macOS Yes Shell script 07/01/2025, 11:04 AM
_# Tenant administration = :
& L[ Compliance Enrollment - App Verification Script macOS Yes Shell script 07/01/2025, 02:55 PM
/2% Troubleshooting + support = .
X g PP o Scripts Install Alectrona Patch macOS No Shell seript 07/01/2025, 12:14 PM
Vv Manage updates Install Company Portal macOS Yes Shell script 03/14/2025, 12:58 PM
&4 macOs updates Install Microsoft Office 365 Business macOS Yes shell script 07/01/2025, 04:43 PM
v Qrganize devices
ganize devi Install Rosetta 2 macOS Yes Shell script 05/12/2023, 01:47 PM
Device clean- les
. upnu Interactive FileVault Enable macOS No Shell script 03/15/2025, 05:01 PM
Custom attributes for _ ) .
¢ e Prompt for Platform SSO Registration macOS Yes Shell script 07/03/2025, 12:44 PM
Rename Mac to Logged-In User's Real Name macOS Yes Shell script 03/13/2025, 06:15 PM

B Assignment filters
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for
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/O Search O

Script name T

Configure Dock

Demote All Admin Accounts to Standard
Enrollment - App Verification Script
Install Alectrona Patch

Install Company Portal

Install Microsoft Office 365 Business
Install Rosetta 2

Interactive FileVault Enable

Prompt for Platform SSO Registration

Rename Mac to Logged-In User's Real Name

Add () Refresh  Export #= Columns v

Platform: macOS

Platform

macOS

macOS

macOS

macOS

macOS

macQOS

macOS

macOS

macOS

macOS

X

Assigned

No
Yes
Yes
No
Yes
Yes
Yes
No
Yes

Yes

Script type

Shell script
Shell script
Shell script
Shell script
Shell script
Shell script
Shell script
Shell script
Shell script

Shell script
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K

/O Search O

Script name T

Configure Dock
Demote All Admin Accounts to Standard
Enrollment - App Verification Script

Install Alectrona Patch

Install Company Portal

Install Rosetta 2
Interactive FileVault Enable
Prompt for Platform SSO Registration

Rename Mac to Logged-In User's Real Name

Add () Refresh | Export #= Columns Vv

Platform: macOS

Platform

macOS

macOS

macOS

macOS

macOS

macOS

macQOS

macOS

macQOS

macOS

X

Assigned

No
Yes
Yes
No
Yes
Yes
Yes
No
Yes

Yes

Script type

Shell script
Shell script
Shell script
Shell script
Shell script
Shell script
Shell script
Shell script
Shell script

Shell script



Microsoft Intune admin center

4l Dashboard

ﬁ Home

— All services

lﬁ Devices
aas APPS
‘, Endpoint security

Lf,_-] Reports

&4 Users

ad Groups
A Tenant administration

#% Troubleshooting + support

«

Home > macQOS | Scripts > Install Microsoft Office 365 Business

1k Install Microsoft Office 365 Business | Properties

macOS

‘ £ Search

&) Overview

Vv Manage

‘I' Properties
Vv Monitor

& Device status

& User status

N7/
N

&

Basics Edit
Name Install Microsoft Office 365 Business
Description No Description
Settings Edit
Shell script Intune - Install Microsoft Office 365 Business.sh
File contents 1 #!/bin/bash

2

3 # Default choices (1 = install, @ = don't install)

4 installwordChoice=""1"

5 installExcelChoice="1"

6 installPowerPointChoice="1"

7 installOutlookChoice="1"

3 installOneNoteChoice="1"

9 installOneDriveChoice="0"

10 installAutoUpdateChoice="1"

Run script as signed-in user No
Hide script natifications an devices Yes
Script frequency Not configured

Max number of times to retry if script fails 3 times

Scope tags Edit

Default

Assignments Edit

Included groups All Devices

Excluded groups No Excluded groups



Microsoft Intune admin center

4l Dashboard

ﬁ Home

— All services

lﬁ Devices
aas APPS
‘, Endpoint security

Lf,_-] Reports

&4 Users

ad Groups
A Tenant administration

#% Troubleshooting + support

«

Home > macQOS | Scripts > Install Microsoft Office 365 Business

1k Install Microsoft Office 365 Business | Properties

macOS

‘ £ Search

&) Overview

Vv Manage

‘I' Properties
Vv Monitor

& Device status

& User status

N7/
N

&

Basics Edit
Name Install Microsoft Office 365 Business
Description No Description
Settings Edit
Shell script Intune - Install Microsoft Office 365 Business.sh
File contents 1 #!/bin/bash

2

3 # Default choices (1 = install, @ = don't install)

4 installwordChoice=""1"

5 installExcelChoice="1"

6 installPowerPointChoice="1"

7 installOutlookChoice="1"

3 installOneNoteChoice="1"

9 installOneDriveChoice="0"

10 installAutoUpdateChoice="1"

Run script as signed-in user No
Hide script natifications an devices Yes
Script frequency Not configured

Max number of times to retry if script fails 3 times

Scope tags Edit

Default

Assignments Edit

Included groups All Devices

Excluded groups No Excluded groups



w!/oinveas

# Owfaull clwices {1 = iustall, @ = dun't rolell)
installvoreChoicon'1’

stallinzeliholee="1"

1stalirover?oantiholces"1"
inetalloutlookChoico="1"

IteaWl0mehuieChuice"1"

fastallomalriwchalcan™a"
ListaNlAutcdatelhoice="1"

1stallTeansChoices™0"

¥ ACAATIONAL variables

dunladiRis’ S “w“’ » - -
waide 3 S e/ inSuuidgent

wirkdire* fgrivate/1mp Suuid®

tunctioa clean_up () {
eche *Cloaning up installition files... *
JBin/rm R “$wuckDiz”
Jeda/as <p CSeaffalnatelID® > S/ w1l BE /RinJki1l "SeaffainatedID’; walt "SeaffelnataPTn® 2>/dov/null

# Clean w our tesporary filee wpos eriting at ary tine
Lrap “clear_up” exIit

& Calfesmate the Moo 3u it does ol alen
Jusr/bin/zaffeinate ~d -i -m -u 6
crffeinatafIn-§!

£ Mate aur warking divoctary with sur urigee WITE generated in the variables sectine
LrinSwkdir =p “SmorkDic®

# Create the choices .l

e:ho "Creating the cheoices.xal...”
Jrin/cat << SOF > ‘$worklir/ctoices.xal’
<faml versjon="1.0" encodlngr UTP-477:

CIDDCTVIE pliae PURLTC -/ A #//8TD DIIST 1 O//FN" *hein://wwe. aapls. con/BT0e/2ronerty ist-1. 024"
<olist rersbon="1.0%r
Qarmive

<dletr

<Keyratiribulesetuing</key>
cirtogorsbineta’ WWordthaicec/integers
wanyreliwiuvA L tribu lec ey
<itringrseloctede/string>
<eyrchoiceldentificr/keyr
<stringrcom.macrosoft .word</stirirg?
</dict>
dictr
<eoyrattrihutoSare inge /by
Sirtegeradinstal Eace1Chuices/integes 7
<cqyrcholceAitributec/kev>
<stringzselected</string>
<ey>choiceldentitiere/key>
<etringsenn mic ncoft arce’ ¢/tring>
il
cdicty
<qeyrattributeSetting«/keyr
<Lrteger>$inita. PowerPointhel e/ integer>
ceayrchoireAstributoc key>
wytringsselec wde/aring»
<eoyrehatreTdant iflarc/kay>
Sstringrcom.micousofll.pemerpoints/staigs
</dicts
<diectr
<KEy>ATLribUTESLTLINg </ Rey>
cirtagerstineta TAue sindat ofhei“ac intogers
sanyrclivievA L L ibules /ey
<tringrselected</strine>
<weyrchodceldentifier«/keyr
<itringrcom.macrosoft. astompaitec/strong>
fdiets
wdictr
<eoyrarteibutaSare inge /by
<irtegerr$initalOneveteOheice</integers
<cgyrchoiceAltributec)key>
<stringzselected</etring>
<seyrcholveldencifier</key,
citringsena. nicacoft asmete mice et ring>
diels
«dict»
<qeyrattributeSetting«/key>
<LELAGEI>$1NSTa L LOUELCORUNeICEST Integer>
ccayrchairedstributoc)key>
wstrimgoavlec wd/atrings
<eayrehalceTdont iflara/kay>
tringrcon.microscft . ovtledhs/string)
<Jd.cts
<diet>
wxeyratiribuieSetting /keys
cirtagerstintta 1000 driveChat cac ) iatngars
saeyrclviceAl tributes/heyr
<strimgrselected</string>
<ieyrchelceldentifice«/key>
<STring>con.microsofl. Ose0rivecrstring>
cSdicts
it
<evrattributeSetting«/kev>
<irtegerr$installTeansCholces/ ivteger:
<key>cholceAltributed)key>

ZORTRA B 2EERNRBEN0 22 Y IAAZT YNNI AARDLENCBERASRECR BRI A AN EREEE SHYUBYRYYEUNE 04800002 ws «mmow o

1" <stringssoloctede/strings

i wxeyrcholveXden:if fere/keys

" citringyena. nicacofr . teamede et riag
" ¢fdict>

1w <farraw?

1w </plist:

1w EOF

1=

e ® Bl o Uwaw wes an werer wilh Ulwe gl
10 e "Dewrloading the installition files... ”
v AF ! Juse/Rin/eurl 5 L f "{dewnloadUTLT o "SworkDir/installMedium. pig” o then

" eche “Error while downloacieg the 1stallaticn files; exaiang.”
1% avit ?

e 1l

1ns

e W Deit iF the MEC ercered during destell
17 ar ! Jusr/sbinvinstaller -pk “SworkDir/instaliMedium, pkg” ~target / ~aply(hoicaOhangessAL “SworkDir/cholces.aml”: ther

1. eche "Falled to install the ghgy exiting.”
e exit )
o €

12 ecit @



#!/bin/bash|

'installAutoUpdateChoice="1"
| installTeamsChoice="0"

= 1nstall, ® = don't

inétall)

|
|
\

downloadURL="https://go.microsoft.com/fwlink/?1inkid=2009112"

uuid=$(/usr/bin/uuidgen)
workDir="/private/tmp/$uuid"”

function clean_up () {

echo "Cleaning up installation files..."

/bin/rm -Rf "$workDir"

/bin/ps -p "$caffeinatePID" > /dev/null && /bin/kill "$caffeinatePID"; wait "$caffeinatePID" 2>/dev/null

}

# Clean up our temporary files upon exiting at any time

trap "clean_up" EXIT

# Caffelnate the Mac so 1t does not sleep

/usr/bin/caffeinate -d -1 -m -u &
caffeinatePID=$!

# Make our working directory with our unique UUID generated in the variables section

/bin/mkdir -p "$workDir"

# Create the choices.xml

~Arnrlha "FPuanatanmer *ha ~rhAatsrace vml n
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16
17
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25
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27
28
29
30
31
32
33
34

N

#!/bin/bash|

# Default choices (1 = install, @ = don't install)
installWordChoice="1"

installExcelChoice="1"

installPowerPointChoice="1"
installOutlookChoice="1"

installOneNoteChoice="1"

installOneDriveChoice="0"
installAutoUpdateChoice="1"

installTeamsChoice="0@"

# Additional variables
downloadURL="https://go.microsoft.com/fwlink/?1linkid=2009112"
uuid=$(/usr/bin/uuidgen)

workDir="/private/tmp/$uuid"”

function clean_up () {

echo "Cleaning up installation files..."

/bin/rm -Rf "$workDir"

/bin/ps -p "$caffeinatePID" > /dev/null && /bin/kill "$caffeinatePID"; wait "$caffeinatePID" 2>/dev/null
}

# Clean up our temporary files upon exiting at any time
trap "clean_up" EXIT

# Caffelnate the Mac so 1t does not sleep
/usr/bin/caffeinate -d -i -m -u &
caffeinatePID=$!

# Make our working directory with our unique UUID generated in the variables section
/bin/mkdir -p "$workDir"

# Create the choices.xml

Arlha "FPunatanmne *ha rhAadrace wml n



Microsoft Intune admin center

ﬁ Home

4! Dashboard

‘— All services

lj Devices

s=a Apps

‘} Endpoint security
Reports

.'. Users

A2 Groups

43 Tenant administration

#< Troubleshooting + support

&

Home > Devices | macOS > macOS

== macOS | Scripts

O Search

L macOs devices

& Monitor

Vv Device onboarding
[¢]] Enroliment

v Manage devices
Configuration
[ Compliance
Scripts

Vv Manage updates
B4 macOS updates

v Organize devices
Device clean-up rules

‘ Custom attributes for
macOS

&+ Assignment filters

><

«

—+ Add () Refresh 1 Export = Columns

L Search ®

Script name T

Configure Dock

Demote All Admin Accounts to Standard
Enrollment - App Verification Script
Install Alectrona Patch

Install Company Portal

Install Microsoft Office 365 Business
Install Rosetta 2

Interactive FileVault Enable

Prompt for Platform SSO Registration

Rename Mac to Logged-In User's Real Name

Platform: macOS

Platform

macOS

macOS

macOS

macOS

macOS

macOS

macQOS

macOS

macOS

macOS

X

Assigned

No
Yes
Yes
No
Yes
Yes

Yes

Yes

Yes

Script type

Shell script
Shell script
Shell script
Shell script
Shell script
Shell script
Shell script
Shell script
Shell script

Shell script

Last modified

07/01/2025, 11:54 AM
07/01/2025, 11:04 AM
07/01/2025, 02:53 PM
07/01/2025, 12:14 PM
03/14/2025, 12:58 PM
07/01/2025, 04:43 PM
05/12/2023, 01:47 PM
03/13/2025, 05:01 PM
07/03/2025, 12:44 PM

03/13/2025, 06:15 PM
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/O Search O

Script name T

Configure Dock

Demote All Admin Accounts to Standard
Enrollment - App Verification Script
Install Alectrona Patch

Install Company Portal

Install Microsoft Office 365 Business
Install Rosetta 2

Interactive FileVault Enable

Prompt for Platform SSO Registration

Rename Mac to Logged-In User's Real Name

Add () Refresh  Export #= Columns v

Platform: macOS

Platform

macOS

macOS

macOS

macOS

macOS

macQOS

macOS

macOS

macOS

macOS

X

Assigned

No
Yes
Yes
No
Yes
Yes
Yes
No
Yes

Yes

Script type

Shell script
Shell script
Shell script
Shell script
Shell script
Shell script
Shell script
Shell script
Shell script

Shell script
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/O Search O

Script name T

Configure Dock

Demote All Admin Accounts to Standard

Install Alectrona Patch

Install Company Portal

Install Microsoft Office 365 Business
Install Rosetta 2

Interactive FileVault Enable

Prompt for Platform SSO Registration

Rename Mac to Logged-In User's Real Name

Add () Refresh | Export #= Columns Vv

Platform: macOS

Platform

macOS

macOS

macOS

macOS

macOS

macOS

macQOS

macOS

macQOS

macOS

X

Assigned

No
Yes
Yes
No
Yes
Yes
Yes
No
Yes

Yes

Script type

Shell script
Shell script
Shell script
Shell script
Shell script
Shell script
Shell script
Shell script
Shell script

Shell script



Microsoft Intune admin center

“ Home > Enrollment - App Verification Script

H ape u o *
A Home '|' Enroliment - App Verification Script | Properties
=41 Dashboard : macOS
:— All services ‘ 2 Search ’ X«
L§ Devices © Oveniew Basics Edit
52k Apps

PP v Manage Name Enrollment - App Verification Script

¥ Endpoint security ‘ 'I' Properties Description No Description
Reports v Monitor

o Settings Edit

&b Users & Device status
&3 Groups &l User status Shell script Intune - POC Onboarding Script - Alectrona.sh
: —
L T e e File contents ; #!/bin/bash
X Troub|eshooting + support 3 ###E# Intune POC Onboarding script ##4##
4
5 # Variables
6 dialogBinary="/usr/local/bin/dialog"
7 appVerifyCommandFile=$(mktemp /Users/Shared/dialogComma
8 /bin/chmod 755 "s$appVerifyCommandFile" # Make command f
9 dialogIcon="https://cdn.prod.website-files.com/62e1470f
10 alectronaPatch="/Library/Application Support/Alectrona/
Run script as signed-in user No
Hide script notifications on devices Yes
Script frequency Not configured

Max number of times to retry if script fails 3 times

Scope tags Edit

Default

Assignments Edit

Included groups All Users
Excluded groups MacAdmin



Microsoft Intune admin center

e Home > Enrollment - App Verification Script

H ape u o v
A Home '|' Enroliment - App Verification Script | Properties
=1 Dashboard . macOS
:— All services ‘ 2 Search ’ X«
LJ Devices © Oveniew Basics Edit
52k Apps

PP v Manage Name Enrollment - App Verification Script

¥ Endpoint security ‘ 'I' Properties Description No Description
Reports v Monitor

o Settings Edit

&b Users & Device status
&3 Groups &l User status Shell script Intune - POC Onboarding Script - Alectrona.sh
: p——
L T e e File contents ; #!/bin/bash
X Troub|eshooting + support 3 ###E# Intune POC Onboarding script ##4##
4
5 # Variables
6 dialogBinary="/usr/local/bin/dialog"
7 appVerifyCommandFile=$(mktemp /Users/Shared/dialogComma
8 /bin/chmod 755 "s$appVerifyCommandFile" # Make command f
9 dialogIcon="https://cdn.prod.website-files.com/62e1470f
10 alectronaPatch="/Library/Application Support/Alectrona/
Run script as signed-in user No
Hide script notifications on devices Yes
Script frequency Not configured

Max number of times to retry if script fails 3 times

Scope tags Edit

Default

Assignments Edit

Included groups All Users
Excluded groups MacAdmin
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# wait for user to arrive at the desktop - below code taken from Dan Snelson's SYM script (https://github.com/setup-your-mac/Setup-Your-Mac)
until pgrep -q -x "Finder" && pgrep -q -x "Dock"; do
echo "Finder & Dock are NOT running; pausing for 1 second"
sleep 1
done
echo "Finder & Dock are running; proceeding..."

sleep 5

# Caffeinate the Mac so it does not sleep
/usr/bin/caffeinate -d -1 -m -u &
caffeinatePID=$!

# Gather logged in user
loggedInuser=%( echo "show State:/Users/ConsoleUser"” | /usr/sbin/scutil | /usr/bin/awk '/Name :/ && ! /loginwindow/ { print $3 }' )
loggedInUID=%(/usr/bin/id -u "$loggedInUser” 2>/dev/null)

# Setting up various functions for updating the different dialogs, calculating time, prepping json, etc.
function updateAppverifyDialog() {
echo "${1}" >> "${appverifyCommandFile}"

h

"/System/Applications/Launchpad.app”
"/Applications/Microsoft Edge.app"
"/Applications/zoom.us.app"”
"/Applications/Microsoft Word.app"
"/Applications/Microsoft Qutlook.app”
"/Applications/Microsoft Teams.app"
"/Applications/Admin By Request.app"

# Run a command as the current user
function run_as_user() {
if [[ "${loggedInUser}" != "loginwindow" ]]; then
launchctl asuser "$loggedInUID" sudo -u "${loggedInUser}" "$3@"
fi
}

function configure_dock_via_plist () {

# Clearing Dock

/bin/echo "Clearing user's dock..."

#run_as_user defaults delete com.apple.dock

run_as_user defaults delete com.apple.dock persistent-apps
run_as_user defaults delete com.apple.dock persistent-others

/bin/echo "Adding Apps to Dock..."
for i in "${dockapps[@l}"; do
if [[ -a "$i" ]] ; then
/bin/echo "Adding [$i] to Dock”
run_as_user defaults write com.apple.dock persistent-apps -array-add "<dict><key>tile-data</key><dict><key>file-data</key><dict><key> CFURLString</key><string>$i</string><key>_CFURLStringType</key><integer>0</integer></
dict></dict></dict>"
fi
done

/bin/echo "Adding Downloads Stack”

T . . I . B ~™ - L. - .. 4 L . F. . T D P S T T I B . | L o~



128

129 /bin/echo "Adding Downloads Stack”

130 # Sets downloads folder to be represented by a folder icon, sorted by date added, with fanning out

131 downloadfolder="/Users/3loggedInUser/Downloads"

132 run_as_user defaults write com.apple.dock persistent-others -array-add "<dict><key>tile-data</key><dict><key>arrangement</key><integer>2</integer><key>displayas</key><integer>1</integer><key>file-data</

key><dict><key>_CFURLString</key><string>$downloadfolder</string><key>_CFURLStringType</key><integer>B</integer></dict><key>file-label</key><string>Downloads</string><key>file-type</key><string>2</string><key>showas</
key><integer>1</integer></dict><key>tile-type</key><string>directory-tile</string></dict>"

133

134 /bin/echa "Disable show recent items"

135 defaults write com.apple.dock show-recents -bool FALSE
138

137 /bin/echo "Restarting Dock"

138 killall -KILL Dock

139

140 }

142 function appverifyTimerLoop() {

143

1424 while kill -0 $appverify_dialog_pid 2> /dev/null; do

145 timeElapsed=$SECONDS

146 formattedTimeElapsed=$(printf '%dm:%ds\n' $(($timeElapsed¥3600/60)) $(($timeElapsed%60)))
147 updateAppVerifyDialog "progresstext: Applications installing...time elapsed: $formattedTimeElapsed"
148 sleep 1

149 if [[ -e "$completionBreadcrumb™ ]]; then

150 echo "App Verification is done! Ending app verification timer..."

151 break

162 fi

153 # if [[ "$timeRemainingCalcuation” -le 60 ]]; then

154 # /bin/echo "$timeRemainingCalcuation seconds left in timer; exiting script...”

155 # timeElapsedExit

156 # fi

167 done

158}

159

160 # Create json file of apps to verify
161 echo "Creating json file..."

162 /bin/cat << EOF > /private/var/tmp/appsToVerify.json

163 p—— T - e T ' o —
164 { | |
165 ‘"listitem" | L
165 | ‘
167 | {"title" : "Company Portal", "icon" : "$iconURL/microsoft-intune-company-portal"”, "status" : "wait", "statustext"™ : "Installing..."},
168 {"title" : "Google Chrome", "icon" : "$iconURL/google-chrome", "status" : "wait", "statustext"™ : "Installing..."},

169 ’ {"title" : "Microsoft Defender", "icon" : "$iconURL/microsoft-defender", "status" : "wait", “"statustext” : "Installing..."}, |
170 {"title" : "Microsoft Edge", "icon" : "$iconURL/microsoft-edge", "status" : "wait", "statustext" : "Installing..."}, |
171 | {"title" : "Microsoft Excel", "icon" : "SiconURL/microsoft-excel-365", "status" : "wait", "statustext" : "Installing..."},

172 ! {"title" : "Microsoft OneNote", "icon" : "S$SiconURL/microsoft-onenote", "status" : "wait", "statustext" : "Installing..."},

173 ‘J {"title” : "Microsoft Outlook"”, "icon" : "$iconURL/microsoft-outlook-365", "status” : "wait", "statustext” : "Installing..."},

174 I {"title" : "Microsoft PowerPoint", "icon" : "$iconURL/microsoft-powerpoint-365", "status" : "wait", "statustext” : "Installing..."},

175 | {"title" : "Microsoft Word", "icon" : "$iconURL/microsoft-word-365", "status" : "wait", "statustext" : "Installing..."},

176 J {"title" : "OneDrive", "icon" : "$iconURL/microsoft-onedrive", "status" : "wait", "statustext"™ : "Installing..."},

177 l {"title" : "zoom.us", "icon" : "$iconURL/zoom-us", "status" : "wait", "statustext"™ : "Installing..."}

178
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47 <key=InstallOrUpdate</kKey>
18 “AITdy>
4y <string=»google~chrone</s<ring=
5@ <ctring>nicrasafr—intune-conpany-por
51 ceLring>nicrosoli=onedrive</strirg>
52 cstring»nicrosofi=teams«</string>
S3 <string>lpassward</string>
5¢ <ctring>nicrosofr-edge</string>
55 celring>swiflcialoge/string>
56 cstring»santa</string=>
S <string>ronw-Ls</strings
58 </array>
50 <key>RuspeciMeelirgs</key>

by <truz/=



Default

Configuration settings Edit

~ Custom Configuration Profile

Custom configuration profile name Alectrona Patch Configuration

Configuration profile file 46 <dict> B .
47 ,<key>InstallOrUpdate</key; |
48 | <array=> ;
49 | <string>google-chrome</string> |
50 | <string>microsoft-intune-company-por J
51 | <string>microsoft—-onedrive</string>
52 | <string>microsoft-teams</string> |
53 | <string>1lpassword</string>
54 <string>microsoft—-edge</string>
55 | <string>swiftdialog</string>
56 <string>santa</string>
57 | <string>zoom-us</string>
58

59
60 <true/>



Viicrosott Intune admin center

ALECTRONA

”  Home > Devices | Overview > macOS
fr macOS | Configuration
= |...C’ Search XK
Policies
- L macOS devices
& Monitor + Create ~ () Refresh | Export = Columns
QgEd
= \ Favorites
¢ Configuration £ Search 0 S Add filters
\~ Device onboarding
. - - -
P &) Enrollment Policy name Platform Policy type Last modified Scope tags
A v Manage devices Allow Notifications for Managed Appl...  macQS Settings catalog 7/3/2025, 11:23:38 AM Default
Z* Configuration DDM - Custom Version macQOS Settings catalog 7/25/2024, 1:19:27 PM Default
x Ej’ Compliance Disable Ul Extensions Management macQS Settings catalog 7/3/2025, 11:32:42 AM Default
= Scripts Enable FileVault macQS Settings catalog 3/13/2025, 4:55:43 PM Default
p
v Manage updates Login Window macQOS Settings catalog 3/12/72025, 1:08:59 PM Default
B4 macOS updates Login Window Settings macQOS Preference file 6/26/2024, 12:37:29 PM Default
\ Qrganize devices Managed Lagin Items macQOS Settings catalog 7/3/2025, 11:24:58 AM Default
Device clean-up rules Managed Login Items - Import macQS Custom 7/3/2025, 11:25:32 AM Default
P Custom attributes for Managed Login Items - Prefs macOS Preference file 7/15/2025, 3:58:24 PM Default
macOS
Microsoft Defender - Allowed System ...  macQOS Settings catalog 7/1/2025, 12:02:45 PM Default
& Assignment filters
Microsoft Defender - Network Filter macQS Custom 7/1/2025, 12:03:31 PM Default
Microsoft Defender - Onboarding Con... macQOS Custom 7/1/2025, 12:04:37 PM Default
Microsoft Defender - PPPC macQOS Settings catalog 7/1/2025, 12:05:08 PM Default




Policy name

Allow Notifications for Managed Appl...

DDM - Custom Version

Disable Ul Extensions Management
Enable FileVault

Login Window

Login Window Settings

Managed Login Iltems

Managed Login Items - Import

Managed Login Items - Prefs

Microsoft Defender - Allowed System ...

MMirrvecrttr MafanrmAdar MNlatwaveavl, CildAaew

Platform

macOS

macOS

macOS

macOS

macOS

macOS

macOS

macOS

macOS

macOS

Policy type

Settings catalog
Settings catalog
Settings catalog
Settings catalog
Settings catalog

Preference file

Settings catalog

— e — e ——

Settings catalog
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Microsoft Intune admin center

Home > Devices | Overview > macOS | Configuration >

=1 Managed Login Items - Prefs

Device Configuration Profiles

Il Delete

LOoilE»

Excluded groups

Group

No results.

Scope tags Edit

Default

Configuration settings Edit

XK kP fz] @

-~ Preference file

Preference domain name com.apple.servicemanagement
Property list file 1  <key>Rules</key> -
2 <array>
3 <dict>
4 <key>Comment</key>
5 <string>Alectrona LLC</string>
§) <key>RuleType</key>
7 <string>TeamIdentifier</string>
8 <key>RuleValue</key>
9 <string>FHGVDQ8VY3Q</string>
10 </dict>
11 <dict>
12 <key>Comment</key>
13 <string>=Microsoft Corporation</string=>
14 <key>RuleType</key>
15 <string>Teamldentifier</string>



Microsoft Intune admin center

Home > Devices | Overview > macOS | Configuration >

=1 Managed Login Items - Prefs

Device Configuration Profiles

Il Delete

LOoilE»

Excluded groups

Group

No results.

Scope tags Edit

Default

Configuration settings Edit

XK kP fz] @

-~ Preference file

Preference domain name com.apple.servicemanagement
Property list file 1  <key>Rules</key> -
2 <array>
3 <dict>
4 <key>Comment</key>
5 <string>Alectrona LLC</string>
§) <key>RuleType</key>
7 <string>TeamIdentifier</string>
8 <key>RuleValue</key>
9 <string>FHGVDQ8VY3Q</string>
10 </dict>
11 <dict>
12 <key>Comment</key>
13 <string>=Microsoft Corporation</string=>
14 <key>RuleType</key>
15 <string>Teamldentifier</string>






i Microsoft Intune admin center

‘ﬁ Home

Dashovard

i= Ml serdces

:i Devices

25 Apps

‘, Endpnin: security

2] Reports

& Users

s Groups

22 Tenart administration

7% Troubleshooting +~ supgort

Home > macOS | Carfigumation

= Managed Login Items - Import

Dev ce Configurarion Profilas

17] Dz ete

Device assignment status

This repeor. shows sl the devices thal are
terceted by the policy, including devces in a

pending policy assignment state.

Per setting status

View the configurat or status of each setting
for this policy 2cross all devices and users.

Properties

Basics Edit

Name
Description
Plzt‘orm

Profile type

Assignments |dit

Included groups

Group

No results.

Excluded groups

Group

No -esults.
Scope tags [dit
Detault

Configuration settings Edit

~ Custom Conticuration Preti e

Customn configuration profilc rame

Conrfiguration prafile fle

hManzged Login items - Impot

No Jescnotion

macOsS
Custom

Filter Filter mode

Manoyed Login ltems

- W

° W

0
2
3
4
=5

<ixm. version="1.0" encadinz="UTF-H"7?> B

«<IDOCTYPE plist PUELIC "=//8pplef/DTD PLIST 1.8./7
<«plist version="1.2">
<dict>
<key=PayloadContent</Kay>
<aiTdy>
<zicts
<key>PayloadDisnlayame</key>
<slring>Managed Lugin Ilers</slriry>
<keysPayloadldertifier</key=
<string>con.apale.servizeranagenant.s
<key=PayloadOrgznizallons/key>
wstring=Alectrorac/strince
<key=>Payload|yas</key>
<string=con.apole.serviceranagenant</s



SCcope tags cait

Default

Configuration settings Edit

~ Custom Configuration Profile

Custom configuration profile name

Configuration profile file

|

O 0O~ OO0 B W N =

=
W N =

14
15

7.-‘- O N ITEN ) ‘ ’ - )
[ O |

<?xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0// |
<plist version="1.0">
<dict> |
<key>PayloadContent</key>
<array>
<dict>
<key>PayloadDisplayName</key> H
<string>Managed Login Items</string>
<key>Payloadldentifier</key>
<string>com.apple.servicemanagement.5
<key>PayloadOrganization</key:>
<string>Alectrona</string>
<key>PayloadType</key>
<string>com.apple.servicemanagement</




Microsoft Intune admin center

«

Home > Devices | Overview > macOS | Configuratior

L e Managed Login Items

&) Dashboard Ceviee configuration profile
= All services il Deete
LY Devices
. Properties
i Apps
W Endocint secunty Basics Edit
L';‘J Reports .
Name Managzd Login ltems
aa Users Description Mo Descrin en
b Groups Matform macdSs

Tenant admmnistration .
F Assignments Ed -

X Troubleskoating + support

Included groups

Group Filter Filter moce

All Duvices Norme None
Excluded groups

Group

No results

Scope tags Edic
Selected tags Default

Configuration settings Edit

~ Legin

Service Management - Managed Login Items

Corfigure the Service Managemnent = Manaced Login Items pay cad to manage the background tasks and items
that are apened whzn uszers log in.

Camment (0 Santa

Rule Value 0 ZMCTGTMLEVS
Rule Type O Team lcentifiar
Team |dentifer ZMTIGTMLEV9
Comment (0 AdminByR=quest
Role Value (0 AU2ALARPUP

Rule Type O Team (centifier



Configuration settings Edit

A LoginL

Service Management - Managed Login Items

Configure the Service Management — Managed Login Items payload to manage the background tasks a Hd items

that are opened when users log in.

Comment (i)

Rule Value @)

Rule Type @

Team Identifier (O

Comment (i

Rule Value (&

Rule Type O

Santa

ZMCG7MLDVY

Team |dentifier

ZMCG7MLDV9

AdminByRequest

AUZALARPUP

Team |dentifier

u\‘
\




Configuration settings Edit

A LoginL

Service Management - Managed Login Items

Configure the Service Management — Managed Login Items payload to manage the background tasks a Hd items

that are opened when users log in.

Comment (i)

Rule Value @)

Rule Type @

Team Identifier (O

Comment (i

Rule Value (&

Rule Type O

Santa

ZMCG7MLDVY

Team |dentifier

ZMCG7MLDV9

AdminByRequest

AUZALARPUP

Team |dentifier

u\‘
\
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Q1

<string>Entering Monitor mode&lt;br/&st;Please be careful!</string>

<key>StaticRules</key>
<array>
<dict>

<!-- Always allow files signed by Google LLC -->

<key>identifier</key>

<string>EQHXZ8MBAV</string>

<key>policy</key>
<string>ALLOWLIST</string>
<key>rule_type</key>
<string>TEAMID</string>
</dict>
<dict>

<!-- Always allow files signed by North Pole Security Inc -->

<key>identifier</key>

<string>ZMCG7MLDVS9</string>

<key>policy</key>
<string>ALLOWLIST</string>
<key>rule_type</key>
<string>TEAMID</string>
</dict>
<dict>

<!-- Always BLOCK the BundleExample.app binary in Santa's testdata files, for testing -->

<key>identifier</key>

<string>b7¢le3fd640c5f211¢89b02¢c2¢6122f78ce322aa5¢56eb0bb54bc422a8f8b670</string>

<key>policy</key>
<string>BLOCKLIST</string>
<key>rule_type</key>
<string>BINARY</string>

— ————————————— e N
|

| <dict>
! <key>identifier</key>
<string>platform:com.apple
<key>policy</key>
<string>BLOCKLIST</string>
<key>rule_type</key>
<string>SIGNINGID</string>
</dict>
<dict>
<key>identifier</key>
| <string>platform:com.apple
<key>policy</key>
<string>BLOCKLIST</string>
<key>rule type</key>
<string>SIGNINGID</string>
</dict>
<dict>
<key>identifier</key>

.1BooksX</string>

.FaceTime</string>
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Custom Attributes PESIEEEES

&«

Home > Devices | Overview > macOS

& Home ¢ macOS | Custom attributes for macOS

Dashboard

:— All services 2 Search X
| | —+ Create (0 Refresh ' Export #= Columns v
LN Devices L macOs devices
(1T Monit -
i Monitar £ Search ©® ¥ Addfilters
‘ Endpoint security v Device onboarding
Reports & Enrollment Attribute name T Attribute type
& Users v Manage devices Alectrona Patch Version String
U4 Groups - :
b P Configuration Google Chrome Version String
Tenant administration = :
& =] Compliance Microsoft Defender Install Status String
Troubleshooting + support :
X 9 PPO o Scripts Microsoft Defender Running Status String

Vv Manage updates
& macOS updates
Vv Organize devices

Device clean-up rules

‘ Custom attributes for
macOS

B Assignment filters

Source: https://learn.microsoft.com/en-us/mem/intune/apps/macos-shell-scripts
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Custom Attributes PESIEEEES

&«

Home > Devices | Overview > macOS

Home T

fr & macOS | Custom attributes for macOS

» Similar to Extension Attributes from Dashboard
— All services O Search v o«
Jamf | | —+ Create () Refresh & Export = Columns
L Devices L macOS devices
Uidid Monit .
i Monitar £ Search ©® ¥ Addfilters

@ Endpoint security \/ Device onboarding

Reports B Enrollment Attribute name T Attribute type

&l Users v Manage devices Alectrona Patch Version String

. . .

&dh Groups Configuration Google Chrome Version String
T t administrati = '

£ Tenant administration [Z] Compliance Microsoft Defender Install Status String
Troubleshooting + support :

x 9 PPe T Scripts Microsoft Defender Running Status String

Vv Manage updates
& macOS updates
Vv Organize devices

Device clean-up rules

‘ Custom attributes for
macOS

B Assignment filters

Source: https://learn.microsoft.com/en-us/mem/intune/apps/macos-shell-scripts
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Custom Attributes PESIEEEES

&«

Home > Devices | Overview > macOS

o | | | & macOS | Custom attributes for macOS
e Similar to Extension Attributes from Dashboard
— All services D Sear X
Jamf | eareh | —+ Create (0 Refresh ¥ Export #= Columns v
L Devices L macOs devices
o ' ' - .
Microsoft provides dozens of sample ;Apps g Monitor R o CETI
. . Endpoint ity v Device onboardin
scripts at https://github.com/ B pevice onboarcing
Reports [« Enrollment Attribute name T Attribute type
microsoft/shell-intune-samples/tree/ & Users « Manage devices Mlectrona Parch Vercion ciine
- A4 Grou : : . :
master/macOS/Custom%20Attributes o Configuration Google Chrome Version Sting
&iF Tenant adininistratiorn L=/ Compliance Microsoft Defender Install Status String
7% Troubleshooting + support B Scripts Microsoft Defender Running Status String

Vv Manage updates
& macOS updates
Vv Organize devices

Device clean-up rules

‘ Custom attributes for
macOS

B Assignment filters

Source: https://learn.microsoft.com/en-us/mem/intune/apps/macos-shell-scripts
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Custom Attributes PESIEEEES

&«

Home > Devices | Overview > macOS

o | | | & macOS | Custom attributes for macOS
* Similar to Extension Attributes from Dashboard
— All services D Sear X
Jamf | eareh | —+ Create (0 Refresh ¥ Export #= Columns v
L Devices L macOs devices
o ' ' i .
Microsoft provides dozens of sample ;Apps g Monitor R o CETI
. . Endpoint ity v Device onboardin
scripts at https://github.com/ B pevice onboarcing
Reports [« Enrollment Attribute name T Attribute type
microsoft/shell-intune-samples/tree/ & Users « Manage devices Mlectrona Parch Vercion ciine
- A4 Grou : : . :
master/macOS/Custom%20Attributes o Configuration Google Chrome Version Sting
&iF Tenant adininistratiorn L=/ Compliance Microsoft Defender Install Status String
= ExeCUte eve ry 8 hOurS X Troubleshooting + support ™ Scripts Microsoft Defender Running Status String

Vv Manage updates
& macOS updates
Vv Organize devices

Device clean-up rules

‘ Custom attributes for
macOS

B Assignment filters

Source: https://learn.microsoft.com/en-us/mem/intune/apps/macos-shell-scripts
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Custom Attributes PESIEEEES

&«

Home > Devices | Overview > macOS

o | | | & macOS | Custom attributes for macOS
e Similar to Extension Attributes from Dashboard
— All services D Sear X
Jamf | eareh | —+ Create (0 Refresh ¥ Export #= Columns v
LN Devices L macQs devices
o ' ' = .
Microsoft provides dozens of sample ;Apps g Monitor R o CETI
. . Endpoint ity v Device onboardin
scripts at https://github.com/ B pevice onboarcing
Reports [« Enrollment Attribute name T Attribute type
microsoft/shell-intune-samples/tree/ & Users « Manage devices Mlectrona Parch Vercion ciine
- A4 Grou : : . :
master/macOS/Custom%20Attributes o Configuratior Google Chrome Version Silng
&iF Tenant adininistratiorn L=/ Compliance Microsoft Defender Install Status String
= ExeCUte eve ry 8 hOurS X Troubleshooting + support ™ Scripts Microsoft Defender Running Status String
» Viewable globally, but not on device P MRSIECRESS

& macOS updates

recorc

Vv Organize devices

Device clean-up rules

‘ Custom attributes for
macOS

B Assignment filters

Source: https://learn.microsoft.com/en-us/mem/intune/apps/macos-shell-scripts
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Microsoft Intune admin center

& Home > Devices | Overview > macOS

Home 1
ft ¢ mMacOS | Custom attributes for macOS
&4 Dashboard
i=— All services ‘ £ Search ‘ X X —

-+ Create () Refresh 4 Export ¥= Cclumns
L8l Devices s macOS devices
sas Apps :
& Monitor O Search 0 7. Add filters

@ Endpoint security v Device onboarding
Reports &) Enroliment Attribute name 7 Attribute type Assigned Last modified
- .
ah Users V' Manage devices Alectrona Patch Version String Yes 06/21/2024, 1232 PM
™ . :
s Groups Configuration Google Chrome Version String Yes 07/03/2025, 03:14 PM
'} Snalt adminissator ... Compliance Microsoft Defender Install Status String Yes 07703/2025, 0309 PM

Troubleshooting + support .
A 9 PPO ™ Scripts Microsoft Defender Running Status String Yes 07/03/2025, 03:13 PM

Vv Manage updates
& macOS updates
s Organize devices
Device clean-up rules

0 Custom attributes for
macOS

B Assigrment filters



tributes for macOS

—+ Create () Refresh Export

i— Columns Vv

£ Search

®

Attribute name T

Alectrona Patch Version
Google Chrome Version
Microsoft Defender Install Status

Microsoft Defender Running Status

Y. Add filters

Attribute type

String
String
String

String

Assigned

Yes
Yes
Yes

Yes



tributes for macQOS

—+ Create () Refresh Export

/O Search

Attribute name 7

Alectrona Patch Version

Google Chrome Version

I,
)

Microsoft Defender Running Status

@

Columns Vv

Y. Add filters

Attribute type

String
String
String

String

Assigned

Yes
Yes
Yes

Yes



Microsoft Intune admin center

« Home > Devices | Overview > macOS | Custom attributes for macOS > Microsoft Defender Install Status

A Home :|l Microsoft Defender Install Status | Properties

=il Dashboard macOS
EE AII services O Search ‘ o &
LB Devices © Overview Basics Edit
EEE Apps v Manaage
9 Name Microsoft Defender Install Status
‘l Endpoint security | 'I! Properties Description Custom Attribute to return if Microsoft Defender is installed.
1) Reports > Monitor
Settings Edit
A4 Users
A& Groups Data type of attribute String
) e e e Custom attribute MicrosaftDefenderinstallCA.sh
File contents p)
X Troubleshooting + support 3 # Custom Attribute to return if Microsoft Defender is 1
4
5 appPath="/Applications/Microsoft Defender.app"
6
7 if [[ -d “$appPath" 11; then
8 /bin/echo "Installed"
9 else
10 /bin/echo "Not installed"
11 fi
Scope tags Edit
Default
Assignments Edit
Included groups All Devices

Excluded groups No Excluded groups



DasICS tdit

Name Microsoft Defender Install Status

Description Custom Attribute to return if Microsoft Defender is installed.

Settings Edit

Data type of attribute String
" MicrosoftDefenderInstallCA.sh o * S

Custom attribute

File contents
# Custom Attribute to return if Microsoft Defender is 1

appPath="/Applications/Microsoft Defender.app"

if [[ -d “$appPath" 1]1; then
/bin/echo "Installed"
else

L o0 O U H W N

—
S

/bin/echo "Not installed"

Scope tags Edit —— : - e

Default

Assignments Edit

Included groups All Devices

Evarlhiidad Amrvraline NA Eveliidad Araiine



Microsoft Intune admin center

€ Home > Devices | Overview > macOS

Y Home ¢ macOS | Custom attributes for macOS

4] Dashboard

:— All services L Search X
~+ Create () Refresh Export &= Columns “/
L8 Devices L macOS devices
252 Apps :
& Monitor L9 Search ® . Add filters
@ Endpoint security Vv Device onboarding
Reports (&) Enrollment Attribute name 7 Attribute type Assigned Last modified
A4 Users devi
v Manage devices Alectrona Patch Version String Yes 06/21/2024, 12:32 PM
-
G ) - -
o Groups Configuration Google Chrome Version String Yes 07/03/2025, 03:14 PM
_# Tenant administration .
= % Compliance Microsoft Defender Install Status String Yes 07/03/2025, 03:09 PM
X Troubleshooting + support :
il = Scripts Microsoft Defender Running Status String Yes 07/03/2025,03:13 PM

Vv Manage updates
BJ macOS updates
Vv Organize devices
Device clean-up rules

6 Custom attributes for
macOS

& Assignment filters



tributes for macOS

—+ Create () Refresh Export

i— Columns Vv

£ Search

®

Attribute name T

Alectrona Patch Version
Google Chrome Version
Microsoft Defender Install Status

Microsoft Defender Running Status

Y. Add filters

Attribute type

String
String
String

String

Assigned

Yes
Yes
Yes

Yes



tributes for macQOS

—+ Create () Refresh Export

i— Columns Vv

/O Search

®

Attribute name 7

Alectrona Patch Version

| Google Chrome Version|

o | J

e . - ——

Microsoft Defender Install Status

Microsoft Defender Running Status

Y. Add filters

Attribute type

String
String
String

String

Assigned

Yes
Yes
Yes

Yes



€ Home > Devices | Overview > macOS | Custom attributes for macOS > Google Chrome Version

Home : -
f II' Google Chrome Version | Properties
Dashboard ' macOS
= G ‘ > Search ’ v« O Saved Google Chrome Version
Li Devices ) Overview
o ~ Manage Basics Edit
‘, Endpoint security ‘ 'I' Properties

U

Reports S Monitor Name Google Chrome Version
® Description Custom Attribute to return the version of Google Chrome that is installed.
&a Users
&5 Groups Settings Edit
:} Tenant administration
3 Data type of attribute String

Troubleshooting + support

9 PP Custom attribute getGoogleChromeVersionCA.sh
File contents 11 app="Google Chrome.app"

12

13 # Fixed Variables

14 attribute="CFBundleShortVersionString"

15 InfoPlistPath="/Applications/$app/Contents/Info.plist"
16

17 # Attempt to read CFBundleStringShortVersionString and
18 if [[ -f "$InfoPlistPath" ]11; then

19  ver=$(plutil -p "$InfoPlistPath" | grep "$attribute" |

20 echo $ver
Scope tags Edit
Default
Assignments Edit
Included groups All Devices

Excluded groups No Excluded groups



Basics Edit

Name

Description

Settings Edit

Data type of attribute
Custom attribute

File contents

Scope tags Edit

Default

Assignments Edit

Included groups

Excluded groups

Google Chrome Version

Custom Attribute to return the version of Google Chrome that is installed.

11
12
13
14
15
16
17
18
19

String

getGoaogleChromeVersionCA.sh

app="Google Chrome.app" |

# Fixed Variables
attribute="CFBundleShortVersionString"
InfoPlistPath="/Applications/$app/Contents/Info.plist"

# Attempt to read CFBundleStringShortVersionString and
if [[ =f "$InfoPlistPath" 11; then

ver=$(plutil -p "$InfoPlistPath" | grep "$attribute" |
echo $ver

All Devices

No Excluded groups



Basics Edit

Name

Description

Settings Edit

Data type of attribute
Custom attribute

File contents

Scope tags Edit

Default

Assignments Edit

Included groups

Excluded groups

Google Chrome Version

Custom Attribute to return the version of Google Chrome that is installed.

11
12
13
14
15
16
17
18
19

String_

getGoogleChromeVersionCA.sh |

app="Google Chrome.app" ‘____._.___ |

# Fixed Variables
attribute="CFBundleShortVersionString"
InfoPlistPath="/Applications/$app/Contents/Info.plist"

# Attempt to read CFBundleStringShortVersionString and
if [[ =f "$InfoPlistPath" 11; then

ver=$(plutil -p "$InfoPlistPath" | grep "$attribute" |
echo $ver

All Devices

No Excluded groups



Home > Devices | macOS > macOS

¢ macOS | Custom attributes for macQOS

2 Search

»<

L macOSs devices

& Monitor

N

Favorites

Configuration

Device onboarding

] Enrollment
Manage devices
Configuration
=] Compliance

o Scripts

Manage updates

7 macOS updates
Organize devices
Device clean-up rules

‘ Custom attributes for

macQOS S

&r Assignment filters

«
—+ Create () Refresh Export

:— Columns

L Search

(D <. Add filters

Attribute name 7

Alectrona Patch Version

Microsoft Defender Install Status
Google Chrome Version

Compliance Script - Failed Results Count
Microsoft Defender Running Status

Compliance Script - Failed Results List

Attribute type

String
String
String
Integer
String

String

Assigned

Yes
Yes
Yes
Yes
Yes

Yes

Last modified

06/21/2024, 12:32 PM
07/03/2025, 03:09 PM
07/03/2025, 03:29 PM
07/10/2025, 01:41 PM
07/03/2025, 03:13 PM

07/10/2025, 01:41 PM

6 items



Home > Devices | macOS > macOS | Custom attributes for macOS > Microsoft Defender Install Status

= Microsoft Defender Install Status | Device status

macOS

‘ £ Search

O Overview

v Manage
! Properties
v Monitor

L Device status

& User status

&

><

I Export (= Columns Vv

2 Search ®
Device name User name
Andrew Myers andrew@alectrona.com

OS Version

15.5 (24F74)

Status

Succeeded

Result

Installed

Last Updated

2025-07-04T13:45.07Z



Home > Devices | macOS > macOS | Custom attributes for macOS > Microsoft Defender Running Status

Microsoft Defender Running Status | Device status

Columns

macOS
L Search X« .
L Export =
¢ Overview
v Manage
; £ Search
! Properties
v Monitor Device name
& Device status Andrew Myers

& User status

User name OS Version

andrew@alectrona.com 15.5 (24F74)

Status

Succeeded

Result

Defender running

Last Updated

2025-07-04T13:45:07Z



Home > Devices | macOS > macOS | Custom attributes for macOS > Google Chrome Version

= Google Chrome Version | Device status

macOS
‘ L Search X« o
I Export #= Columns Vv
¢ Overview
Vv Manage
4 S Search ®

! Properties
~ Monitor Device name User name OS Version Status Result Last Updated

& Device status Andrew Myers andrew@alectrona.com 15.5 (24F74) Succeeded 138.0.7204.93 2025-07-04T13:45.07Z

& User status



Home > Devices | All devices > Androw Myers

222 Andrew Myers | Resource explorer (preview)

JAn
[ D Search I E S This page =l ows vou to view cevice infermation you're ccllecting from 2 device inventory profile, Learr more
@ Overview
, o
v Manage ~ Search | Exporr E Columrs Last refreshed on 07/02/202
'I' Propertes
P Apple Autc Setup Ac..,
v Monitar £ Search ),
Rosaureo oxploror Apple Update Settings
T Apreview) Device Capacity Sytes 7| Last upcated 1.
E AppleDev ceStates
Hardware
263,065, 746,880 07072025, C538:20 PM
8 Dpiscovered apps Bettery
- =y o ‘. ~
B Devicw comphlience Bluetoath
B Device configuration
Devi ra
® App configuration cestornge
& Recovery keys NetwarkAdaptar

2 Group memoership

0S Verzior
&% Managed Apps
BB software updates System Irfo
& Filter evaluation

L Envoliment



rce explorer (preview)

Is page allows you to view device information you're collecting from a device inventory profile. Learn more

/O Search

I Export (= Columns

Apple Auto Setup Ad...

,O Search @

Apple Update Settings

' Device Capacity Bytes | Last updated 1

AppleDeviceStates

| 263,066,746,880 07/01/2025, 05:38:30 PM

Battery

Bluetooth

DeviceStorage

NetworkAdapter

QS Version

System Info



Home > Dewices  Overiew > macOS | macOS cevices > Andrew Myers

:3; Andrew Myers | Resource explorer (preview)

’-

[ 73 Search I o« This page allovss you te view cevice infcmation you're collecting from 2 device invertory profile. Learr more
O Cuerview
- ( D, SeArE s
v Manag: A4 Searen L Expert = Columrs Last refreshed on 07/02/2C2!
'I' Properties
pert Apple Auto Setun Ac.
» Monitar £ search C
| o 1
. R e Apple Update Sethings
© (preview] AppleDaviceStat Patch Versien 1. Apple Supplemental Build Version T Apple Supplemental OS Version 71 Bui'd Version 1. Majcr Version 1L Minor Varsion Tl OS Name [L QS Version 11 Last updated T
poleCeviceStates
~ Hardware
& 24F74 24F74 15 5 macls 155 1533 C7/01/202% 053330 FMm
«® Discovered anps Batte-y
B, Device compliance Bluctooth
B Device confguration
DeviceStora
B 2pp confiqurabion vicestorage
@, Rzcovery <eve NetworkAdaptsr
&4 Group memtership
05 Version
Manaced Apps
Scftware updates System Info

Filter eva vatien

& 0 8§

Enrollment



entory profile. Learn more

L Export = Columns Vv Last refreshed on 0
/O Search 0
Patch Version T| Apple Supplemental Build Version T] Apple Supplemental OS Version T] Build Version T] Major Version T, Minor Version T| OS Name T, OS Version T/ Last updated T}

24F74 24F74 15 5 macOS 15.5 15.5 07/01/2025, 05:38:30 PM



Home > Devices | Overview » macOS | macOS devices > Andrew Myers

-

| S~ Szarch

O Overview

W

Marage
'I' Properes
Montor

1 Resource explorer
" (preview)

E Hardware

M Discovered aops

I’ Device compliance
I Device configuration
M App configuraticn
& Recovery keys

& Group me~bership
s Managed Apps

B Software updates
B Filter evaluztion

Ll Enroliment

&

Andrew Myers | Resource explorer (preview)

,9 Search

Aople Auto Setup Ac...
Aople Update Settings
AnpleDev ceStates
Battery

Eluetaath
Devicetorage
NetworkAdapter

OS Version

System Info

This page allows you o view device in‘ormation youa're colleciing Trom a device nventery profile, Leam more

L Expert = Celumns v

S0 Search

-
|
~

—

Hardwary Serial Number T

FYFFCOEOCGLY

Apple Product Name 1)

MacBockAir1on

Apple Silizon T,

Trus

Apple Scliware Update Duvicw 1D T

13713AP

Computer Neme 7]

Andrew-Myers

Duwvice Name 7]

Ancrew Myers

Hardware Model 1)

MOGNIILL/A

Marketing Narmae 7

MacBook Air (M1, 2020)

uuip 7l

0D0os"n3-
000D38363CDA001E

Last refreshed on 07/

Last updated 1)

07/02/2025, 10:40 32 4M



wentory profile. Learn more

N Export #= Columns Last refre:
£ Search ®

Hardware Serial Number T/ Apple Product Name TJ Apple Silicon 7| Apple Software Update Device ID 7,  Computer Name T/ Device Name T/ Hardware Model T/ Marketing Name T/ UUID Tl Last updated
FVFFCOEQQ6LY MacBookAir10,1 true J313AP Andrew-Myers Andrew Myers MGNS3LL/A MacBook Air (M1, 2020) 00008103- 07/02/2025,

000D39363CDAOOTE
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Planning...

"SI LOVE PLANNING

PLANNINGIS MY.FAVORITE



Planning...

1. Review current workflows from existing MDM:
* Device enrollment process

I ““, EHPI.ANNING * App stack

« Security configuration and requirements

- b
P -
> X —t

PLANNINGIS MY.FAVORITE



Planning...

1. Review current workflows from existing MDM:
__ * Device enrollment process
S| LOVEPLANNING o st
8 o S5 » Security configuration and requirements

. 2. Design in Intune:

* |Implement above workflows in Intune

e Use the opportunity to redefine and modernize

approaches

PLANNINGIS MY.FAVORITE



Planning...

1. Review current workflows from existing MDM:
__ * Device enrollment process
S| LOVEPLANNING o st
8 o S5 » Security configuration and requirements

. 2. Design in Intune:

* |Implement above workflows in Intune

e Use the opportunity to redefine and modernize

approaches

3. Test and Pilot:

 |dentify test users early and migrate them

* |dentify and resolve issues quickly - encourage feedback
» Build up documentation, troubleshooting steps, new

PLANNINGIS MY.FAVORITE

processes



Planning...

1. Review current workflows from existing MDM:
* Device enrollment process
* App stack
« Security configuration and requirements

"SI LOVE PLANNING

2. Design in Intune:
* |Implement above workflows in Intune
e Use the opportunity to redefine and modernize
approaches
3. Test and Pilot:
 |dentify test users early and migrate them
* |dentify and resolve issues quickly - encourage feedback
» Build up documentation, troubleshooting steps, new

processes
4. Migrate:
 With Tahoe, use ABM!
* Aim for seamless experience - don’t need to wipe or
provision new hardware
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2025

ABM/ASM Migration

Apple KB: https://support.apple.com/quide/apple-business-manager/migrate-devices-to-a-new-management-service-axm2b18cfbd2/web



http://alectrona.com
https://support.apple.com/guide/apple-business-manager/migrate-devices-to-a-new-management-service-axm2b18cfbd2/web

2025

I /ccirona.com
ABM/ASM Migration

Requirements

e 10S, iPad OS, and macOS 26

 Must be previously enrolled
with ADE

* Apple Configurator
enrollments must wait 30 days

Apple KB: https://support.apple.com/quide/apple-business-manager/migrate-devices-to-a-new-management-service-axm2b18cfbd2/web



http://alectrona.com
https://support.apple.com/guide/apple-business-manager/migrate-devices-to-a-new-management-service-axm2b18cfbd2/web

2025

Alectrona.com

ABM/ASM Migration

Requirements Configure Migration

I0S, iIPad OS, and macOS 26  Choose the new
Must be previously enrolled target MDM

with ADE * Configure the
Apple Configurator deadline (up to 90
enrollments must wait 30 days days)

Apple KB: https://support.apple.com/quide/apple-business-manager/migrate-devices-to-a-new-management-service-axm2b18cfbd2/web



http://alectrona.com
https://support.apple.com/guide/apple-business-manager/migrate-devices-to-a-new-management-service-axm2b18cfbd2/web

2025

Alectrona.com

ABM/ASM Migration

Requirements Configure Migration Monitor Progress

iOS, iPad OS, and macOS 26 * Choose the new + Review enrollment
Must be previously enrolled target MDM status in Intune

with ADE * Configure the « Unmanage/cleanup old
Apple Configurator deadline (up to 90 MDM

enrollments must wait 30 days days) e Get feedback

Apple KB: https://support.apple.com/quide/apple-business-manager/migrate-devices-to-a-new-management-service-axm2b18cfbd2/web



http://alectrona.com
https://support.apple.com/guide/apple-business-manager/migrate-devices-to-a-new-management-service-axm2b18cfbd2/web
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ABM Migration


http://alectrona.com

ABM Migration

Overview
Device Management Service
Details
source
Apple Configurator
Activation Lock
O Off
Activity
: Date Added
- November 6, 2021

MacBook Pro 14"

Device Model

MacBook Pro 14"

Order Number

Serial Number

Part Number

Z15H

Alectrona.com
Storage
1B

2025



http://alectrona.com

2025

] /072 com

ABM Migration

MacBook Pro 14" @

Assign Device Manageme

4 Overview L é

[50 Release from Organizatio ;

) Device Management Service Device Model Serial Number

§ MacBook Pro 14" N Turn Off Activation Lock

} (&) Unassign Device Management
Details |
Source Order Number Part Number Storage i
Apple Configurator 1B '

Activation Lock

O Off

Activity

Date Added .~
November 6, 2021


http://alectrona.com

] /072 com

2025

ABM Migration

Assign Device Management

Choose a device management service for Automated Device
Enrollment. This service is used for initial enrollment and for
reenrollment if a deadline is set. Learn More

Device Management Service '

+ Add Deadline

Cancel



http://alectrona.com

] /072 com

2025

ABM Migration

Assign Device Management

Choose a device management service for Automated Device
Enrollment. This service is used for initial enrollment and for
reenrollment if a deadline is set. Learn More

Device Management Service '

£+ Add Deadline §

5

Cancel
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2025

] /072 com

ABM Migration

Assign Device Management

Choose a device management service for Automated Device
Enrollment. This service is used for initial enrollment and for
reenrollment if a deadline is set. Learn More

Device Management Service
Internal Intune

Enrollment deadline

The device user will receive a notification to enroll. If not
enrolled by the deadline, it will be enforced at that time. Learn
More

Date .
07/16/2025 || 4S0PM RS

Date and time is local to the device.

© I0S, iPadOS, or macOS 26 and enrollment into a
device management service are required to set an
enrollment deadline. Learn More

—



http://alectrona.com

_ Alectrona.com

ABM Migration

¢ Finder file Ldit View Go Window Ilep = g : Thu Jul 10 12:09P

2025

B0 RO HABOO- "FAAO0 WU



http://alectrona.com
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ABM Migration

¢ Finder file Ldit View Go Window |Hep G2 <= B CQ & ThuJdul10 12:09P

2025

Enrollment Required

Your organization requires this device to
enroll in a different device management
service. You are required to complete
enrollment by July 16, 2025 at 4:30 AM....



http://alectrona.com

Alectrona.com

ABM Migration

¢ Finder file Ldit Viesw Go Window lep » ) . & ThuJdul10 12:09F

L Search En‘ollment Required Start Enrollment
Your orjanization requires this device tc enrnl In 2
different device management service. You are required to

comglete enrolimant by July 16, 2025 at 4:30 AM

Once you start arrcliment, or at the deadline, you will lose

access to the systemunti enrollment IS complete

— e

IBOS *BON DOBOO - © 7 £ 16O



http://alectrona.com

ABM Migration

2025

L3 US. = W <= TueJdul

Device Management
Your zationis requiring enroliment inte a2 different
device management service.

You are requirad to complete enrcliment by Jul 16, 2025 at
4:30 AM.

This Mac is owned by: ALECTRONA LLC

© Loz mure aboul device management.,

Not now
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ABM Migration

2025

Device Management
Your organization is requiring enroliment into a different
device managemeant service.

This Mac is owned by: ALECTRONA LLC

@ Learmn more aboul cevice management. .

@ Enrollment ccmplete
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Microsoft 365 Roadmap

Get the larest updaces on our best-in-class productivity apps and intelligent clond
services. Rethink productivity, streamline business processes, énd protect your
business with Microsoft 365.

The Momosaft 308 madmap prvides astmated rebace dates snddecoiptions for commescial ‘ratomes L1 imboemation s sotgectsn chamge Asa
festare or prodhct bevoenes generally available, or 3 cascelied or posgponed, infoemnation vill be rersoved from this wensane If Targeted relcase is

asailable the Rodout start date will mflec: the change eginang to appear & Tampetec release fellomed by Sundand relcase, otheraise the Bollost
art ddate will refiout de Changx bopauning W e i Hanad ckeec,

Resources

« Roadmap

Search hy feature ID ar keyvard
Filter (10 updacs) ’ Clear fikers |

Products v Status v Release phase v Platform v

e https://www.microsoft.com/en-us/
microsoft-365/roadmap?
rtc=3&filters=Microsoft9%20Intune%
2CMac

* In Development

Cloud instance v New or updated

B Indevebpment (3 (1) EE  Rollngout(0) (1) MEN Launched () (0

* https://learn.microsoft.com/en-us/

N
(\Mkmunhnne° ) Macel Smby[ummumummv]

intune/intune-service/fundamentals/

Microsoft Intune: Managed device attestation for i0S/iPadOS and macOS device

in-development e s
el Intune December
e Production Release Notes
e https://learn.microsoft.com/en-us/ Microsoft Intune: macOS Platform SSO Support = oo
. . . B—— ;:y\zl;z\; AVAILABLE :w;;;ART .
intune/intune-service/fundamentals/
W h atS - n eW Microsoft Intune: Device clean up rule o IN DEVELOPMENT
S—— ;mw..\m.ﬁ ;;;;;;;T ATART .
Microsoft Intune: Enhanced device inventory for Apple and Android devices M NN LAUNCHED
e ot &

Microsoft Intune: Support for Microsoft Defender for Endpoint (MDE) attach for



Resources

« Roadmap
e https://www.microsoft.com/en-us/
microsoft-365/roadmap?
rtc=3&filters=Microsoft%20Intune%
2CMac
* In Development
e https://learn.microsoft.com/en-us/
iIntune/intune-service/fundamentals/
iIn-development
 Production Release Notes
e https://learn.microsoft.com/en-us/
iIntune/intune-service/fundamentals/
whats-new

er v Product documentation v

ocuct cocumentation v

Learr Intune

ntation

lew
rnformatior

ment’

op Ul

ment

une

personal data

Cevelopment languages v Topics v

Davelcpar resaurces v  Troubleshcoting Resources v

Learn ; MicrosotInture / ntune service / Ask Learn

In development for Microsoft Intune

0€/30/2C25

To help in your readiness and planning, this article lists Intune Ul updates and feztures that are 'n development but not

yet released. Also:

* |f we anticipate that you'll need to take action befora a change, we'll publish a complementary post in the Office

message center.

®* When a feature enters production, whether it's in praviaw ar generally available, the feature description moves from

this article to Wha

® Refer to the Vicrosoft 365 roadmap @ for strateqic deliverables and timelines

This artice and the What's new zarticle are updated periodiczlly. Check back tor more updates

OL G

This article reflects our current expectations about Intune capakbilities in an upcoming release. Dates and individual

features might change. This article ccesn't describe all features in develcpment. It was 'ast updated on the date

shown under the title.

You can use RSS to be notified when this art cle is updated. For more information, see |ow t

Microsoft Intune Suite

Endpoint Privilege Management Dashboard for user readiness and
elevation trends

We're working on a dashboard for Endpoint Privilege Management (EPM) that will kring you insights to suppert having
your users run as standard users in p'ace of running with local admin permissions. First, the dashboard wi'l repcrt
progress towards a Standard User Status to help you undarstand when your admin users might be ready tc be moved to

standard users. The dashboard will also help you understand the file elevat on trends in your organizaticn.

Endpoint Privileged Management support on Azure Virtual
Desktop

We're adding support to deploy Endpoint Privilege Management (EPM) policies to users orn Azure Virtual Desktop (AVD)

In this article

| Micresoft Intune Su
App management
Devicz configuration
Devica management
Device security
Monitor and troubles
Not ces

See also

Was this page helpful:

7 Yes ’ No




Juct documentation v Development languages v Topics v

wentaton v learn Inture  Developer rasources v Troubleshooting  Resources v

’ / Miaosoft Intune 7 Intune service / Ask Learn ; In this article

Resources

’ Wezk of June 23, 2025 (Se

What's new in Microsoft Intune

— Week of June 2, 2025
07/02/2025
Davice security
Week of May 2€, 2025 (Sen
Week of April 28, 2025

o ROad I ap You can also reac: Week of April 21, 2025 (Sen

Week of Apnl 14, 2025

Learn what's new each week in Microsoft Intune.

¢ Important notices
Week of March 24, 2025

e https://www.microsoft.com/en-us/

e Past releases in the What's new archive

» |nformatiocn about how nture service updates are released Show 14 more

microsoft-365/roadmap?
rtc=3&filters=Microsoft%20Intune% © Note Was this page helpful?

ZCMaC Fach manthly update @ can take up to three days to roll out and will be in the following order: ) Yes r No

¢ Day 1: Asia Pacific (APAC)
¢ In Development * Day 2: Europe, Micdle East, Africa (EMEA)
¢ Day 3: North America

e https://learn.microsoft.com/en-us/

¢ Day 4+: Intune for Government

|ntu ne/| ntu ne'Se rV|Ce/fu ndamentaIS/ Same features roll out aver several weeks and might not be available to all customers in the first week.

" For a list of upcoming Intune feature releases, see In development for Microsoft Intune.
iIn-development st of upcoming Intune feature r P

. For new information aboul Windows Aulopilol solulions, see.
 Production Release Notes

b * Windows Autopilot device preparation. What's new

¢ httpS //learn . mICrOSOftCO m/en'US/ ¢ Windows Autopilot: What's new

iIntune/intune-service/fundamentals/

You can use RSS 1o be notified when this page is updated. For more information, see

whats-new
Week of June 23, 2025 (Service release 2506)

App management

Add Enterprise App Catalog apps to ESP blocking apps list

Windcws Autopilot now supports Enterprise App Catalog zpps. Microsoft Intune Enterprise App Management enables IT
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Thank

We'd love to connect and discuss this topic more!

Visit github.com/alectrona for 1+ Sam Gibbs, Client Platform Engineer

linkedin.com/in/sam-gibbs11

NNV

presentation slides and more info!
sam@alectrona.com

Give us feedback on today's talk:
https://bit.ly/psumac25-894691

1+ Andrew Myers, Client Platform Engineer

linkedin.com/in/amyers22

andrew@alectrona.com
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