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• Microsoft Intune is quickly growing to 
become the MDM of choice for Macs in 
Enterprise

• The Basics of Intune - the good, bad, 
and the…good to know

• Enrollment experiences, app 
installation options, and 3rd party tools 
that help fill in the gaps
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Speed

every 15 minutes for 1 hour after 
enrollment

At Enrollment

around every 8 hours
Anytime After

Company Portal or Intune Console 
options

“Force”

http://alectrona.com


Speed II

Alectrona.com 2025

http://alectrona.com


Assignment changes on configuration profiles 
Configuration profile payload changes
Entra group membership changes
VPP App Store app version updates

Four new events trigger an MDM check-in on the Mac:

Speed II
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Microsoft Graph API

• RESTful web API that enables you to access 
Microsoft Cloud service resources

• https://github.com/microsoft/mggraph-intune-
samples 
• Retrieve and create config profiles, scripts, 

filters, etc.
• Upload packages
• Get token status and alerts
• Create reports

• So many community tools built using Graph API
• IntuneCD
• Intuneomator

What Intune does well
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• BYOD enrollment experience is the 

same regardless of type of device
• MAM (Mobile Application 

Management) and APP (App 
Protection Policies) frameworks make 
it straightforward to manage non-
corporate devices and control access 
to corporate resources

• Combined experience allows you to 
have same controls across all devices

http://alectrona.com


Alectrona.com 2025

What Intune does well

http://alectrona.com


Alectrona.com 2025

Small, but important things:
• Access to Recovery Key lookups from the web or 

their mobile device

What Intune does well

http://alectrona.com
https://regale.cloud/microsoft/play/1746/remote-help#/0/0
https://regale.cloud/microsoft/play/1746/remote-help#/0/0


Alectrona.com 2025

Small, but important things:
• Access to Recovery Key lookups from the web or 

their mobile device
• Remote Help

• Requires additional license (can trial first)
• Web based or app based connections; 

managed and unmanaged access
• Demo available: https://regale.cloud/

microsoft/play/1746/remote-help#/0/0 

What Intune does well
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Big, but for VIPs:
• One ring pane of glass to rule them all

• Unified platform for Windows, iOS, Android, 
macOS…tvOS, visionOS soon

• Privilege Access Control for IT
• Allows leveraging zero trust principles, must 

escalate/elevate account to make changes
• Some changes can require multiple 

approvals to complete

What Intune does well
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What Intune needs help 
with



Enrollment
App Management
App Restrictions

Reporting

What Intune needs help with



Enrollment
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 A guided onboarding experience 
 Apps Ready to Use 
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 Can elevate to admin 
 A self service portal 
 All the things you don’t see!
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A good enrollment experience needs…

Project homepage: https://github.com/usnistgov/macos_security

http://alectrona.com


Deploying 
mSCP:

Alectrona.com 2025

http://alectrona.com


1. Build in Jamf Compliance Editor

Deploying 
mSCP:

Alectrona.com 2025

Jamf Compliance Editor: https://trusted.jamf.com/docs/establishing-compliance-baselines
mSCP Project homepage: https://github.com/usnistgov/macos_security

http://alectrona.com
https://trusted.jamf.com/docs/establishing-compliance-baselines


1. Build in Jamf Compliance Editor

Deploying 
mSCP:

Alectrona.com 2025

Jamf Compliance Editor: https://trusted.jamf.com/docs/establishing-compliance-baselines
mSCP Project homepage: https://github.com/usnistgov/macos_security

http://alectrona.com
https://trusted.jamf.com/docs/establishing-compliance-baselines


1. Build in Jamf Compliance Editor

Deploying 
mSCP:

Alectrona.com 2025

Jamf Compliance Editor: https://trusted.jamf.com/docs/establishing-compliance-baselines
mSCP Project homepage: https://github.com/usnistgov/macos_security

http://alectrona.com
https://trusted.jamf.com/docs/establishing-compliance-baselines


1. Build in Jamf Compliance Editor

2. Deploy compliance script in 

Intune via package and upload 

config profiles

Deploying 
mSCP:

Alectrona.com 2025

Jamf Compliance Editor: https://trusted.jamf.com/docs/establishing-compliance-baselines
mSCP Project homepage: https://github.com/usnistgov/macos_security

http://alectrona.com
https://trusted.jamf.com/docs/establishing-compliance-baselines


1. Build in Jamf Compliance Editor

2. Deploy compliance script in 

Intune via package and upload 

config profiles

Deploying 
mSCP:

Alectrona.com 2025

Jamf Compliance Editor: https://trusted.jamf.com/docs/establishing-compliance-baselines
mSCP Project homepage: https://github.com/usnistgov/macos_security

http://alectrona.com
https://trusted.jamf.com/docs/establishing-compliance-baselines


1. Build in Jamf Compliance Editor

2. Deploy compliance script in 

Intune via package and upload 

config profiles

Deploying 
mSCP:

Alectrona.com 2025

Jamf Compliance Editor: https://trusted.jamf.com/docs/establishing-compliance-baselines
mSCP Project homepage: https://github.com/usnistgov/macos_security

http://alectrona.com
https://trusted.jamf.com/docs/establishing-compliance-baselines


1. Build in Jamf Compliance Editor

2. Deploy compliance script in 

Intune via package and upload 

config profiles

Deploying 
mSCP:

Alectrona.com 2025

Jamf Compliance Editor: https://trusted.jamf.com/docs/establishing-compliance-baselines
mSCP Project homepage: https://github.com/usnistgov/macos_security

http://alectrona.com
https://trusted.jamf.com/docs/establishing-compliance-baselines


1. Build in Jamf Compliance Editor

2. Deploy compliance script in 

Intune via package and upload 

config profiles

Deploying 
mSCP:

Alectrona.com 2025

Jamf Compliance Editor: https://trusted.jamf.com/docs/establishing-compliance-baselines
mSCP Project homepage: https://github.com/usnistgov/macos_security

http://alectrona.com
https://trusted.jamf.com/docs/establishing-compliance-baselines


1. Build in Jamf Compliance Editor

2. Deploy compliance script in 

Intune via package and upload 

config profiles

Deploying 
mSCP:

Alectrona.com 2025

Jamf Compliance Editor: https://trusted.jamf.com/docs/establishing-compliance-baselines
mSCP Project homepage: https://github.com/usnistgov/macos_security

http://alectrona.com
https://trusted.jamf.com/docs/establishing-compliance-baselines


1. Build in Jamf Compliance Editor

2. Deploy compliance script in 

Intune via package and upload 

config profiles

3. Execute compliance script daily

Deploying 
mSCP:

Alectrona.com 2025

Jamf Compliance Editor: https://trusted.jamf.com/docs/establishing-compliance-baselines
mSCP Project homepage: https://github.com/usnistgov/macos_security

http://alectrona.com
https://trusted.jamf.com/docs/establishing-compliance-baselines


1. Build in Jamf Compliance Editor

2. Deploy compliance script in 

Intune via package and upload 

config profiles

3. Execute compliance script daily

Deploying 
mSCP:

Alectrona.com 2025

Jamf Compliance Editor: https://trusted.jamf.com/docs/establishing-compliance-baselines
mSCP Project homepage: https://github.com/usnistgov/macos_security

http://alectrona.com
https://trusted.jamf.com/docs/establishing-compliance-baselines


1. Build in Jamf Compliance Editor

2. Deploy compliance script in 

Intune via package and upload 

config profiles

3. Execute compliance script daily

Deploying 
mSCP:

Alectrona.com 2025

Jamf Compliance Editor: https://trusted.jamf.com/docs/establishing-compliance-baselines
mSCP Project homepage: https://github.com/usnistgov/macos_security

http://alectrona.com
https://trusted.jamf.com/docs/establishing-compliance-baselines


1. Build in Jamf Compliance Editor

2. Deploy compliance script in 

Intune via package and upload 

config profiles

3. Execute compliance script daily

Deploying 
mSCP:

Alectrona.com 2025

Jamf Compliance Editor: https://trusted.jamf.com/docs/establishing-compliance-baselines
mSCP Project homepage: https://github.com/usnistgov/macos_security

http://alectrona.com
https://trusted.jamf.com/docs/establishing-compliance-baselines


1. Build in Jamf Compliance Editor

2. Deploy compliance script in 

Intune via package and upload 

config profiles

3. Execute compliance script daily

4. Create custom attribute to 

gather reports

Deploying 
mSCP:

Alectrona.com 2025

Jamf Compliance Editor: https://trusted.jamf.com/docs/establishing-compliance-baselines
mSCP Project homepage: https://github.com/usnistgov/macos_security

http://alectrona.com
https://trusted.jamf.com/docs/establishing-compliance-baselines


1. Build in Jamf Compliance Editor

2. Deploy compliance script in 

Intune via package and upload 

config profiles

3. Execute compliance script daily

4. Create custom attribute to 

gather reports

Deploying 
mSCP:

Alectrona.com 2025

Jamf Compliance Editor: https://trusted.jamf.com/docs/establishing-compliance-baselines
mSCP Project homepage: https://github.com/usnistgov/macos_security

http://alectrona.com
https://trusted.jamf.com/docs/establishing-compliance-baselines


1. Build in Jamf Compliance Editor

2. Deploy compliance script in 

Intune via package and upload 

config profiles

3. Execute compliance script daily

4. Create custom attribute to 

gather reports

Deploying 
mSCP:

Alectrona.com 2025

Jamf Compliance Editor: https://trusted.jamf.com/docs/establishing-compliance-baselines
mSCP Project homepage: https://github.com/usnistgov/macos_security

http://alectrona.com
https://trusted.jamf.com/docs/establishing-compliance-baselines


1. Build in Jamf Compliance Editor

2. Deploy compliance script in 

Intune via package and upload 

config profiles

3. Execute compliance script daily

4. Create custom attribute to 

gather reports

Deploying 
mSCP:

Alectrona.com 2025

Jamf Compliance Editor: https://trusted.jamf.com/docs/establishing-compliance-baselines
mSCP Project homepage: https://github.com/usnistgov/macos_security

http://alectrona.com
https://trusted.jamf.com/docs/establishing-compliance-baselines


1. Build in Jamf Compliance Editor

2. Deploy compliance script in 

Intune via package and upload 

config profiles

3. Execute compliance script daily

4. Create custom attribute to 

gather reports

Deploying 
mSCP:

Alectrona.com 2025

Jamf Compliance Editor: https://trusted.jamf.com/docs/establishing-compliance-baselines
mSCP Project homepage: https://github.com/usnistgov/macos_security

http://alectrona.com
https://trusted.jamf.com/docs/establishing-compliance-baselines


1. Build in Jamf Compliance Editor

2. Deploy compliance script in 

Intune via package and upload 

config profiles

3. Execute compliance script daily

4. Create custom attribute to 

gather reports

Deploying 
mSCP:

Alectrona.com 2025

Jamf Compliance Editor: https://trusted.jamf.com/docs/establishing-compliance-baselines
mSCP Project homepage: https://github.com/usnistgov/macos_security

http://alectrona.com
https://trusted.jamf.com/docs/establishing-compliance-baselines


Enrollment
App Management
App Restrictions

Reporting

What Intune needs help with



App Management



Alectrona.com 2025

Deploying apps with Intune

Line of 
Business 

(LOB) 

Scripts 

Built In (Office, Defender, Edge) 

Volume Purchase Program (VPP) 

macOS app 
PKG / DMG 

(unmanaged) 
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Deploying apps with 3rd party tools

Alectrona Patch 

Munki 

Autopkg 

Installomator IntuneBrew 
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Custom Attributes

Source: https://learn.microsoft.com/en-us/mem/intune/apps/macos-shell-scripts
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Custom Attributes
• Similar to Extension Attributes from 

Jamf

• Microsoft provides dozens of sample 

scripts at https://github.com/

microsoft/shell-intune-samples/tree/

master/macOS/Custom%20Attributes

• Execute every 8 hours

• Viewable globally, but not on device 

record 

Source: https://learn.microsoft.com/en-us/mem/intune/apps/macos-shell-scripts
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1. Review current workflows from existing MDM:
• Device enrollment process
• App stack
• Security configuration and requirements

2. Design in Intune:
• Implement above workflows in Intune
• Use the opportunity to redefine and modernize 

approaches
3. Test and Pilot:

• Identify test users early and migrate them
• Identify and resolve issues quickly - encourage feedback
• Build up documentation, troubleshooting steps, new 

processes
4. Migrate:

• With Tahoe, use ABM!
• Aim for seamless experience - don’t need to wipe or 

provision new hardware

Planning…
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ABM/ASM Migration

Apple KB: https://support.apple.com/guide/apple-business-manager/migrate-devices-to-a-new-management-service-axm2b18cfbd2/web
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ABM/ASM Migration

Requirements

• iOS, iPad OS, and macOS 26

• Must be previously enrolled 

with ADE

• Apple Configurator 

enrollments must wait 30 days

Apple KB: https://support.apple.com/guide/apple-business-manager/migrate-devices-to-a-new-management-service-axm2b18cfbd2/web
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ABM/ASM Migration

Requirements Configure Migration

• iOS, iPad OS, and macOS 26

• Must be previously enrolled 

with ADE

• Apple Configurator 

enrollments must wait 30 days

• Choose the new 
target MDM


• Configure the 
deadline (up to 90 
days)

Apple KB: https://support.apple.com/guide/apple-business-manager/migrate-devices-to-a-new-management-service-axm2b18cfbd2/web
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ABM/ASM Migration

Requirements Configure Migration Monitor Progress

• iOS, iPad OS, and macOS 26

• Must be previously enrolled 

with ADE

• Apple Configurator 

enrollments must wait 30 days

• Choose the new 
target MDM


• Configure the 
deadline (up to 90 
days)

• Review enrollment 
status in Intune


• Unmanage/cleanup old 
MDM


• Get feedback

Apple KB: https://support.apple.com/guide/apple-business-manager/migrate-devices-to-a-new-management-service-axm2b18cfbd2/web

http://alectrona.com
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ABM Migration 
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• Roadmap
• https://www.microsoft.com/en-us/

microsoft-365/roadmap?
rtc=3&filters=Microsoft%20Intune%
2CMac

• In Development
• https://learn.microsoft.com/en-us/

intune/intune-service/fundamentals/
in-development

•  Production Release Notes
• https://learn.microsoft.com/en-us/

intune/intune-service/fundamentals/
whats-new

Resources
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intune/intune-service/fundamentals/
in-development

•  Production Release Notes
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Q&A
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Thank You
We’d love to connect and discuss this topic more!

Give us feedback on today’s talk:  

https://bit.ly/psumac25-894691

Visit github.com/alectrona for 

presentation slides and more info! 
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linkedin.com/in/sam-gibbs11 

sam@alectrona.com

Sam Gibbs, Client Platform Engineer

linkedin.com/in/amyers22 

andrew@alectrona.com

Andrew Myers, Client Platform Engineer

https://bit.ly/psumac25-894691
http://alectrona.com
https://www.linkedin.com/in/amyers22

